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OINIPEJAEJIEHUSA

B HacTosimieM JOKYMEHTE HCHOJIB3YIOTCS CIEAYIOIIUE TEPMUHBI U UX
ONPEICIICHHUS.

ABTOMATH3MPOBAHHASA CHCTeMa — CHCTEMA, COCTOsINasl W3 IEepcoHana u
KOMIUIEKCA CPEACTB aBTOMATU3ALUU €T0 ACSITEIBHOCTH, peau3yoas HHpopma-
ITMOHHYIO TEXHOJIOTHIO BBITIOJIHCHUSI YCTAHOBJICHHBIX (DYHKITHIA.

AyTeHTH(PUKALIMSA OTHPABUTEJISI JAHHBIX — ITIOJTBEPKICHUE TOTO, YTO OT-
MPABUTEIIb MOJYYCHHBIX JAHHBIX COOTBETCTBYET 3asIBIICHHOMY.

be30nmacHOCTh MEPCOHANBHBIX [JAHHBIX — COCTOSIHUE 3allUIIEHHOCTH
MEPCOHATBHBIX  JAHHBIX, XapaKTepU3yeMoe CIOCOOHOCTHIO  MOJIb30BATENCH,
TEXHUYECKUX  CPEACTB M  HMHPOPMAIIMOHHBIX  TEXHOJOTUH  00ECTeUUuTh
KOH(UIEHITUATBHOCTD, IEJIOCTHOCTh U JOCTYIMHOCTh NMEPCOHAIBHBIX JAaHHBIX TpPU
ux 00paboTke B UHPOPMALIMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIX.

buomerpuyeckue mnepcoHAJIbHbIC JaHHbIEe — CBEACHUSA, KOTOPHIE
XapaKkTepu3yrT HU3HOJOTUYECKHE OCOOCHHOCTH YEJIOBEKa U Ha OCHOBE KOTOPBIX
MOXHO YCTAHOBHUThH €ro JUYHOCTh, BKJIIOuUasi (pororpaduu, OTIEUATKU MAJIBIIEB,
o0pa3 ceTuaTKH TJla3a, OCOOCHHOCTHM CTPOCHHS Tela W JAPYTryl0 TOJ00HYIO
UH(pOpMaIHIO.

BiokupoBaHue mNepPCOHAJBHBIX JAHHBIX — BPEMEHHOE IMPEKpalleHUE
00pabOTKH MEPCOHANBHBIX JTaHHBIX (32 UCKIIOYEHHEM CIIy4aeB, eclii 00paboTka
HE0OX0IMMa JiJIs yTOUHEHUS TIEPCOHATBHBIX JTAHHBIX ).

Bupyc (koMIbOTEepHBbIA, IPOrPAMMHBIN) — HUCIOJHIEMBbII MPOrPAMMHBIN
KOJI WJIM MHTEPIPETUPYEMBI HA0Op MHCTPYKIIMH, 00JIaMalomuii CBOMCTBAMHU He-
CaHKIIMOHMPOBAHHOTO PACIPOCTPAHEHUSI M camoBocnpousBeneHusa. Co3naHHbIe
TyOIUKaThl KOMIIBIOTEPHOTO BUPYyCa HE BCET/Ia COBMAJAIOT C OPUTHHAIIOM, HO CO-
XPaHAIOT CIOCOOHOCTh K JIajbHEHIIEMY paclpOCTPaHEHUIO U CAMOBOCITPOU3BEE-
HUIO.

BpenonocHasi nporpaMmma — rporpaMmma, IpeiHa3Hau€HHas JJjIsl OCYIEeCTB-
JICHUS HECAHKIIMOHUPOBAHHOTO JOCTyIa W (WJIM) BO3JCUCTBUS HA NEPCOHAIIbHBIC

JAaHHBIE WM PeCypChl HHPOPMAITMOHHONW CUCTEMBI IEPCOHATIBHBIX JaHHBIX.



BcnomoraresibHbIe TeXHHYECKHE CPeICTBAa M CHCTEMbl — TEXHHYECKHE
CpEICTBa U CHUCTEMBbI, HE MpeIHa3HauCHHbIC I Nepeaayn, 00pabOTKU M XpaHEHUs
NEPCOHAJBHBIX JAaHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMU CPEACT-
BaMU U CHCTEMaMH, IIpeIHAa3HaYCHHBIMU JUIsI 0OpaOOTKU MEPCOHATBHBIX JTaHHBIX
WIM B TOMEIIEHUSAX, B KOTOPBHIX YCTAHOBJICHBI MH(MOPMAIMOHHBIE CHUCTEMBI TIEPCO-
HaJIbHBIX JaHHBIX.

JlocTynl B ONEPALMOHHYIO cpeAdy KoMmbloTepa (MHGOPMaHMOHHOM
CHCTeMbI MEPCOHAIBHBIX JaHHBIX) — TIOJIy4YeHHEe BO3MOXKHOCTH 3allycka Ha
BBITIOJIHEHWE INTATHBIX KOMaHJ, (YHKIWH, MpOLEeTyp ONEpalMOHHOM CHUCTEMBI
(YHUUTOXKEHUSI, KOIMPOBAHUS, TMEPEMEIEHNsT M T.1.), UCIOMHIEMbIX (hailyioB
MPUKJIATHBIX TIPOTPAMM.

Joctyn kK mHGOPMAIMM — BO3MOXKHOCTh MOJTy4eHHs MH(DOPMALMH U €€ HC-
II0JIb30BAHUS.

3ak1a04HOe YCTPOICTBO — 3JIEMEHT CPEICTBA CheMa HH(POPMALIH, CKPBITHO
BHEJPSEMbIM  (3aKJIabIBAEMbIii WJIM BHOCHMBIA) B MECTa BO3MOXKHOIO CheMa
uHpopMaim (B TOM YHCIIE B OIPaXk/ICHUE, KOHCTPYKIIMIO, 000PYA0BaHUE, MPEAMETHI
MHTEphEPa, TPAHCHOPTHBIE CPEICTBA, a TAKKE B TEXHUYECKHE CPEACTBA U CHCTEMBI
00paboTKN HH(POPMALIHH).

3amumaemasi mHpopmanusa — uHbOpMaLHS, SBISIOLIAACT TPEIMETOM CO0-
CTBEHHOCTM M TOAJISKAILAs 3alIUTe B COOTBETCTBUM C TPEOOBAHHMSAMH IPABOBBIX
JIOKyMEHTOB WJIM TPEOOBAaHUSIMHU, YCTaHABIIMBAEMBIMHI COOCTBEHHUKOM MH(OpMAITUH.

Nnentudukanusa — MpUCBOCHUE CyObEKTaM M OOBEKTaM JOCTyMa HWACHTH-
dbukaropa u (WIM) CpaBHEHUE TMPEIBSIBISIEMOTO UAECHTU(UKATOpA C TIEpeUHEM
IPUCBOEHHBIX UIEHTU(DUKATOPOB.

NupopmMaTUBHBIN CUTHAJ — JIEKTPUYECKUE CUTHAJIBI, AKYCTUYECKHE, DJIEK-
TPOMAarHUTHBIE U JApyrue (HU3UYECKUE TOJISL, MO TMapaMeTpaM KOTOPBIX MOXKET ObITh
packpbITa KoH(pUaeHIMaTbHAs nHpOpMaIys (TIepCoHATbHBIEC TaHHBIE) 0OpadaThiBacMast

B MH(OPMAILIMOHHOM CUCTEME MEPCOHATBHBIX TAHHBIX.



HNudopmanuonHble TEXHOJOTHM — TPOLIECCHI, METObI MOMCKA, cOopa, Xpa-
HEHUsI, OOpaOOTKH, TPEIOCTABICHHS, PACIPOCTPaHeHNsT WH(OPMAIMA U CIIOCOOBI
OCYIIECTBJICHUS TAKUX MPOLIECCOB U METOJIOB.

Nudopmanuonnas cucreMa mnepcoHadbHbIX AaHHbIX (MCII[In) —
COBOKYMHOCTb COJEpKaIIUMXCsl B 0a3ax JaHHBIX [EPCOHAIBHBIX JaHHBIX H
o0ecreynBaIMnX UX 00padoTKy MH(GOPMAIIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX
CPEICTB.

Hcnonb3oBaHne NEPCOHAJBHBIX [JAHHBIX — JCHCTBUA (Omepanuu) ¢
NEPCOHAIbHBIMU JAHHBIMHM, COBEPIIAEMBIE OMNEPATOPOM B LEIAX HPHUHIATHSL
pPELICHUN WA COBEPUICHHUS HWHBIX JECUCTBHM, MNOPOXKIAIOMNX OPUIAYECKUAEC
MOCJIEJICTBUSI B OTHOIICHUHM CYOBEKTa MEPCOHATBHBIX JAHHBIX WA JPYTUX JIUI
J1M00 MHBIM 00pa30M 3aTparvBarolIMX MpaBa U CBOOOABI CyOBbEKTa NEPCOHATBHBIX
JAHHBIX WM IPYTUX JIUII.

Hcrounnk yrpo3nsl 0e3onacHocT mHGOpMAUMU — CyOBEKT JOCTYyIIA, MaTe-
pPUATHHBINA O0BEKT WM (PU3MUECKOE SIBJICHUE, SIBIISIONIMECS TMPUUMHON BO3HUKHOBEHUS
yrpo3bl 0€30MaCHOCTH UH(OPMALIUH.

KonTpoaupyemasi 30Ha — NpOCTPaHCTBO (TEPPUTOPUS, 3AaHUE, YACTh 3/1aHMS,
MOMEIIIEHUE), B KOTOPOM HCKIIOYEHO HEKOHTPOJIMPYEMOE NpeObIBaHWE MOCTOPOHHUX
JIMLI, & TAKKE TPAHCIIOPTHBIX, TEXHUYECKUX M UHBIX MATEPUAITBHBIX CPEJICTB.

KonduaeHunaabHOCTh NEPCOHAJBHBIX JAHHBIX — O00s3aTeNbHOE IS
COOJTFOZICHUST ONIEPATOPOM MJIA WHBIM TIOYYUBIIAM JIOCTYI K TIEPCOHAIBHBIM JIAHHBIM
JUIIOM TpeOOBaHWE HE JOMyCKaTh WX pachpocTpaHeHue Oe3 coryacusi CyObeKTa
MIEPCOHATBHBIX JAHHBIX WM HAJIMYKS HHOTO 3aKOHHOTO OCHOBAHUSI.

Me:xceTeBoi IKpaH — JIOKaTbHOE (OTHOKOMITOHEHTHOE) WITH (DYHKITHOHATEHO-
pacrpeiefiecHHOe TIPOrpaMMHOe  (TIPOrpaMMHO-AIMIApaTHOE) CPEICTBO  (KOMILIEKC),
peam3yrolee KOHTPOIIb 32 MH(DOPMAIHEH, MOCTyMaroIIei B HHQOPMAIIMOHHYIO CHCTEMY
MIEPCOHAIBHBIX JAHHBIX M (MJIH) BBIXOSIICH 13 HH(POPMAITMOHHON CHCTEMBI.

Hapymuresn 6€30nacHOCTH NMEPCOHAIBHBIX JAHHBIX — (DU3HUYECKOE JIULIO,

CITy4allHO WJIM MPEIHAMEPEHHO COBEPILIAIOIICE ACHUCTBUS, CIEACTBUEM KOTOPBIX SIBJISIETCS



HapyIIIeHHe OE30MacHOCTH TEePCOHATBHBIX JAHHBIX TPH MX OOpabOTKE TEXHUUYECKUMH
cpeacTBaMH B MH()OPMAIIMOHHBIX CHCTEMAaX MEePCOHATBHBIX JAHHBIX.

HeaBTomMaTu3upoBanHasi o00pa0oTka MNEPCOHAJBHBLIX [JAHHBIX —
00paboTKa MEePCOHANBHBIX JTaHHBIX, COACPKAIIUXCSI B MH(POPMAILIMOHHOM CUCTEME
NEPCOHANIBHBIX JAHHBIX JUOO M3BICUEHHBIX M3 TAKOM CHUCTEMBI, CUYUTAECTCS
OCYILIECTBICHHOMN 0e3 UCIIOJIb30BaHUS CPEACTB aBTOMATHU3ALNHU
(HEaBTOMATU3UPOBAHHOMW ), €CIIM TaKue JECUCTBUS C MEPCOHATBHBIMU TAHHBIMU, KaK
UCIIOJIb30BaHUE, YTOYHEHUE, PACHPOCTPAHEHUE, YHUUYTOKEHUE MEPCOHATBHBIX
JAHHBIX B OTHOIIEHWW KaXKIOTO W3 CYOBEKTOB TMEPCOHANBHBIX JaHHBIX,
OCYUIECTBJISIOTCS MPU HEMOCPEICTBEHHOM yYaCTUH YEJIOBEKa.

HenekiapupoBaHHble BO3MOKHOCTH — (YHKIIMOHAJIBHBIE BO3MOXKHOCTH
CPEICTB BBIYMCIMTEIBHOM TEXHUKH, HE OIMCAHHbIE WIM HE COOTBETCTBYIOLLME
OIMCAHHBIM B JIOKYMEHTAllUH, MIPU WCIOJIB30BAHUHA KOTOPBIX BO3MOKHO HapYILICHUE
KOH(DUACHIIMATBHOCTH, JOCTYIIHOCTH WM IEJIOCTHOCTH oOpabaThbiBaeMOM  WH-
dbopmanuu.

HecaHKIMOHUPOBAHHBIN JOCTYNl (HECAHKIIMOHUPOBAHHBbIE ACHCTBUS) —
JOCTyN K MH(OpMAIMK WK JEUCTBUSL ¢ MHGOpPMALIME, HapyIlIalolue MpaBuia pas-
IPaHUYEHUsI JOCTyla C HWCIHOJb30BAHMEM IUTATHBIX CPENCTB, MPEIOCTABIISIEMbIX
UH(OPMAITMOHHBIMUA CHUCTEMaMH MEPCOHABHBIX JIAHHBIX.

Hocurens undopmanum — Gu3nyuecKkoe JMIO WIM MaTepUaIbHbIi OOBEKT, B
TOM 4HCIIe (PU3MUYECKOE T0JIe, B KOTOPOM MH(POpMAIMs HAXOUT CBOE OTPAKEHUE B BUJIE
CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKUX PELICHUI U MPOLECCOB, KOIMYECTBEHHBIX
XapaKTePUCTUK (DU3NYECKUX BEIUUYHH.

O0e3MuYnBaHue NEPCOHAJIBHBIX [aHHBIX — JCHCTBUS, B peE3yJbTaTe
KOTOPBIX CTAHOBHUTCS HEBO3MOXXHBIM 0€3 HCIOJb30BaHUS JIOMOJHUTEIbHON
uH(OpPMAITUU OTIPEJEIUTh MPUHAJJIC)KHOCTh MTEPCOHAIBHBIX IAHHBIX KOHKPETHOMY
CyOBEKTY IEPCOHAIBHBIX JTAHHBIX.

O0paboTka nepcoHAJBLHBIX JAHHBIX — JII000E JAeicTBUE (omepariusi) WiIH
COBOKYITHOCTb JACHCTBHI (omepaluii), COBEpIIaeMbIX C UCIIOIb30BAHUEM CPEICTB

aBToOMaTu3alnym HJn 0e3 HCHOJb30BAaHUS TaKHUX Cpeacts € INCPCOHAIBbHBIMHA



JaHHBIMHU, BKJIOYash cOOp, 3amuch, CHCTEMATH3allMIO, HAKOIUIEHWE, XpaHEHHE,
yTOYHEHUE (OOHOBIIEHHE, U3MEHEHME), H3BICUEHHUE, HCIIOJIb30BAaHUE, Ieperavy
(pacripocTpaHeHue, MPEJOCTaBICHHUE, JOCTYI), O0e3NInYuBaHue, OJOKHPOBAHHE,
ylajaeHue, yHUUTOKEHUE TePCOHAIBHBIX JAHHBIX.

OOmenocTynHble MNEepCOHAJNbHbIE JaHHbIE — TEPCOHAIbHBIC JIaHHBIE,
JIOCTYIl HEOTPAaHUYEHHOTO Kpyra JIMIl K KOTOPBIM MPEJOCTABJIEH C COTrJacus
CyObeKTa TMEpCOHAIbHBIX JaHHBIX WJIM Ha KOTOPbIE B COOTBETCTBUU C
dbenepalibHBIMU  3aKOHAMU HE pacHpocTpaHsieTcss TpeOoBaHUE COONIOACHUS
KOH(UICHIIMATEHOCTH.

Oneparop (mepcoHANbHBIX JAAHHBIX) - TOCYIapCTBEHHBI Opras,
MYHUIIMIIAJIbHBIA OpraH, IOpUANYECKOe WM (U3UYECKOE JIUI0, CAMOCTOSITEIIBHO
VI COBMECTHO C JAPYTMMHM JIMIIAMH OpPraHU3yIolue U (WIM) OCYIIECTBISIOIINE
00pabOTKy MEpPCOHAIbHBIX JAaHHBIX, a TAKXKE ONpPEIEISIIOIMINE LEean 00paboTKU
NEPCOHAIBHBIX JJAHHBIX, COCTaB MIEPCOHAIBHBIX JIaHHBIX, MOJJIEKAIINX 00paboTKe,
nercTBus (omepalum), CoOBepIIacMble C IEPCOHATbHBIMU JTAHHBIMHU.

Texnunuyeckue cpeacrsa HMH(OPMAUUMOHHOW CHCTEMbI IEPCOHAIBHBIX
JAAHHBIX — CPEJCTBA BBIUMCIUTEIHLHOW TEXHHUKH, WH(OPMAIOHHO-BBIYUCIUTENHHBIC
KOMIUIEKCHI ¥ CETH, CPEZICTBA M CUCTEMBI Iiepeiaud, pruema u oopadotku [1/1H (cpencra
Y CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJIEHHs, 3BYKOBOCIPOM3BEICHUS, MEPErOBOPHBIE U
TEJICBU3MOHHBIE YCTPOMCTBA, CPEJCTBA M3TOTOBJICHUS, TUPAKUPOBAHUS JTOKYMEHTOB U
JPyTHe TEXHUYECKHUE CPEICTBa 0OpabOTKM peyeBoM, rpaduueckoid, BuIeo- U OyKBEHHO-
UQppoBoi HHPOpPMAIMHK), TPOTPaAMMHbBIEC CPEJICTBA (OTEPAIMOHHBIE CUCTEMbI, CHUCTEMBI
yIIpaBjieHHusa 0a3amMH JaHHBIX U T.I1.), CPEACTBA 3aIUTHI MH(POPMALH, IPUMEHSIEMbIE B
UH(POPMAITIOHHBIX CUCTEMAX.

IlepexBar (uHopmManmu) — HENpaBOMEpPHOE MOJIydeHHE HUH(GOpPMAIUU C
UCIIOJIb30BAaHUEM TEXHHUYECKOIO CpEICTBa, OCYIIECTBISIONIEIO OOHapyKEHUE,
npueM 1 00paboTKy MHGHOPMATHUBHBIX CUTHAJIOB.

IlepcoHanbHble JaHHBIE — J1I00ass MHPOpPMALIMS, OTHOCAIIAACS K TMPSAMO
WIM KOCBEHHO ONPEJCICHHOMY WM OINpeAensieMoMy (PU3NYECKOMY JIHILY

(cyOBeKTYy MepCOHAIBHBIX JAHHBIX);



I[loOouHBbIe  FJIEKTPOMATHMTHBIE  W3JIy4eHMS W  HABOAKUH  —
AJIEKTPOMArHUTHBIC M3IYYCHHS] TEXHHMUYECKHX CPEACTB O0OpaOOTKH 3alTuIaeMon
uH(poOpMalMK, BO3HHMKAIOIIME Kak [OOOYHOE  SIBJICHWE W  BbI3BaHHbBIC
IEKTPUYCCKUMHU CUTHAJIAMU, TEUCTBYIOMIMMH B UX JIEKTPUUCCKUX M MAarHUTHBIX
LEIsX, a TAKXKE IEKTPOMArHUTHBIE HABOJKU ATHX CUTHAJIOB HA TOKOMPOBOJSIINE
JIMHUU, KOHCTPYKIIUU U LETH MUTAHUS.

IMomuTHKA  «YUCTOTO  CTOJIA» —  KOMIUIEKC  OPTraHW3allMOHHBIX
MEpOTPUATUNA, KOHTPOJUPYIOMIMX OTCYTCTBUE 3alMChIBAHMS Ha OyMa’KHbIE
HOCUTENM KIIIO4ell W aTpuOyTOB JocTyna (mapoJieil) U XpaHEHUs UX BOJIM3U
00BEKTOB JOCTYIIA.

[Hoab30BaTes b HHPOPMALMOHHON CHUCTEMbI NMEPCOHAJIBHBIX JAHHBIX —
JUI0, Yy4yacTBywollee B (PYHKIMOHUPOBAHUM HUHQPOPMAIMOHHOW  CHUCTEMBI
MIEPCOHATBHBIX JAHHBIX WIJIA UCIIONB3YIOIIEE PE3yIbTaThl €€ PYHKIIMOHUPOBAHMS.

IIpaBuia pasrpaHMyYeHusi 10CTYNa — COBOKYITHOCTb MPABUII, PErJIAMEHTHU-
PYIOLIUX IpaBa JOCTyNna CyObEeKTOB JOCTYIAa K 00bEKTaM JIOCTyTa.

IIporpamMmmuas 3akJiajKa — KoJi IpOrpaMMbl, IPeIHAMEPEHHO BHECEHHBIHN B
MIPOrPaMMYy C TIEJIBI0 OCYIIECTBUTH YTEUKY, U3MEHUTH, OJIOKHUPOBATh, YHHUTOKUTh
UHOOPMAITUIO WM YHHUYTOXHUTh U MOJIUDUIIMPOBATH MPOrPaMMHOE OOeclieueHue
UH(OPMAITMOHHONW CUCTEMbI MEPCOHAIBHBIX JIAaHHBIX W (WiIH) OJOKMpOBATH ara-
paTHbIE CpPE/ICTBA.

IIporpamMHoe  (mMporpaMMHO-MaTeMaTH4YeckKoe)  BO3JaeilicTBHE  —
HECAHKIIMOHUPOBAHHOE  BO3JICHCTBME HAa  PECypchl  aBTOMAaTU3WPOBAHHOMU
MH(POPMAITMOHHON CHUCTEMBI, OCYIIECTBISIEMOE C MCMOJb30BAaHUEM BPEIOHOCHBIX
IPOrpaMM.

PackpbiTHe NEpPCOHAJBHBIX JAHHBIX — YMBIIUICHHOEC WM CIyd4aiHOe
HapylieHne KOH()HUICHIINATEHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHenne mepcoHAJbLHBIX JTAHHBIX — JICHCTBUS, HAIpPaBIICHHBIC

Ha paCKpbITUC IICPCOHAJIBHBIX JAaHHBIX HCOIIPCACICHHOMY KPYT'Yy JIMII.
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Pecypc nHpopManinoHHO# CHCTEeMBbI — IMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MPUKIIATHOTO WIH anmapaTHOTO obOecrieueHUsI (GYHKIIMOHUPOBAHUS
MH(OPMAIMOHHON CUCTEMBI.

CneunajibHble KAaTerOPHMH MNEPCOHAJIBHBIX [AHHBIX — IIEPCOHAIBHBIC
JTAaHHBIE, KAcCaIOIMecs PacoBOM, HAIIMOHAIBLHON MPUHAICKHOCTH, MOJTUTHYECKUX
B3TJISIIOB, PEITUTHO3HBIX WM (PUIOCOPCKUX YOk ICHUM, COCTOSHUSL 3/I0POBbS U
WHTUMHOM JKM3HU CyOBEKTa MePCOHATBHBIX JTAHHBIX.

CpeacrBa BbIYMCIUTEIbHONH TEXHUKHU — COBOKYITHOCTh ITPOTPAMMHBIX U TEX-
HUYECKHX 3JIEMEHTOB CHUCTEM OOpaOOTKM JaHHBIX, CHOCOOHBIX (DYHKIIMOHHPOBATH
CaMOCTOATENILHO WJIA B COCTaBE JPYIUX CUCTEM.

CyObekT mocryna (cy0ObeKT) — JMIO WIN MPOLECC, ACUCTBUSI KOTOPOTO per-
JAMEHTHUPYIOTCS TTPaBUWJIaMH pPa3rpaHUYCHUS JOCTYTIA.

Texnnueckuii KaHaJ yTedyku MH(OPMAIMN — COBOKYITHOCTb HOCUTENSI WH-
dopmarmu  (cpenctBa 00paOOTKH), (PU3MUEcKO cpembl pacnpocTpaHeHuss HHOOP-
MaTHBHOI'O CUTHAJIA U CPEJICTB, KOTOPBIMU JOOBIBACTCS 3alIliaeMas HHGopMaIius.

Tpancrpanuynasi mnepegadya NePCOHAJBHBIX JAaHHBIX — TIiepenaya
NEPCOHANIBHBIX  JIaHHBIX olmepatopoM 4yepe3 [ocygapcTBEHHYIO TpaHHILY
Poccuiickon ~ @enepaumu  OpraHy  BJIACTM  MHOCTPAHHOIO  T'OCYJNapCTBa,
bU3MYeCKOMY WIIH IOPUINYECKOMY JIMIY MHOCTPAHHOTO TOCYIapCTBa.

Yrpo3sl 0€301aCHOCTH NEPCOHATBHBIX JAHHBIX — COBOKYITHOCTb YCIIOBHHM U
(hakTopoB, CO3MAIOIINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHUCJIE CITy4ailHOTO,
JIOCTYTIA K MEPCOHAITBHBIM JAHHBIM, PE3YJIbTATOM KOTOPOI'O MOKET CTaTh YHUUTOKEHHE,
M3MEHEHNUE, OJIOKUPOBAHUE, KOMPOBAHUE, PACTIPOCTPAHEHUE MEPCOHATBHBIX JAHHBIX, &
TaKKE MHBIX HECAHKIIMOHUPOBAHHBIX JISHCTBUM TIpU MX 00paboTKe B MH(DOPMAITMOHHOM
CHCTEME MEPCOHAIBHBIX JTAHHBIX.

YHUYTOKEHHE TEePCOHAIbHBIX JAAHHBIX — JICUCTBHS, B pE3yJIbTaTe
KOTOPBIX CTAHOBUTCS HEBO3MOXXHBIM BOCCTAHOBUTH COJIEPYKAHHE MEPCOHATBHBIX
JAHHBIX B WH(GOPMAIIMOHHOW CHCTEME IMEePCOHAJBHBIX JaHHbIX W (WiIu) B
pe3ysbTaTe KOTOPHIX YHHUUYTOXKAIOTCS MaTepHAJbHBIE HOCUTETH TEPCOHATBHBIX

JaHHBIX.
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Yreuka (Bammmaemon) MHGOPMALMU IO TEXHHYECKHUM KaHAJIaAM —
HEKOHTPOJIMPYEMOE PacIipoCTpaHeHne UH(OPMALIMKM OT HOCHTENS 3aIlMIIaeMoil HH(Op-
MalMKu 4Yepe3 (PU3MUECKYl0 cpeay 10 TEXHHYECKOTO CpEJCTBA, OCYLIECTBIIIOLIETO
nepexBaT HHPOpMaIIH.

Ys3BUMOCTB — CI1a00CTh B CPEICTBAX 3ALIUTHI, KOTOPYIO MOKHO MCIIOJIb30BaTh
JUTs1 HApYLLIEHHsI CUCTEMBI WM COZIEp Kallieiicsl B Hel MH(pOpMaLiH.

HesocTHOCTH MHpOPMAIIUN — CIIOCOOHOCTH CPEACTBA BHIYUCIUTEIILHON TEX-
HHMKU WM aBTOMaTU3UPOBAHHOM CUCTEMBI 00ECIEUMBATH HEM3MEHHOCTh MH(OPMAIIIH B

YCJIOBUSIX CITy4aifHOTO W/WJIM MIPEAHAMEPEHHOTO UCKAXEHHS (Pa3pyIICHUs ).
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OBO3HAYEHUSA N COKPALLIEHU A

ABC — aHTUBUpPYCHBIE CPEICTBA

APM — aBTOMaTH3UPOBaHHOE pabovee MECTO

BTCC — BcnoMorareibHble TEXHUYECKHUE CPEACTBA U CUCTEMBI
NCI1JIz — nabOpMaIFIOHHAS CHCTEMA TIEPCOHATBHBIX TAHHBIX
Wb — undopmarmonHas 6€30MacHOCTb

K3 — koHTpompyemas 30Ha

JIBC — nokasnbHasi BBIYMCIIUTEbHAS CETh

MDD — MexceTeBoil FKpaH

HC/I — HecaHKIIMOHUPOBAHHBIN JTOCTYII

OC — onepanmoHHas cuctema

[1/11 — nepcoHaIbHBIE JAHHBIE

[IMB — nporpaMMHO-MaTeMaTH4eCKOE BO3/ICHCTBHE

I1O — nporpamMHOe obecrieueHue

[IBMUH — no6ouHble 37eKTPOMarHUTHBIE U3Ty4SHHUS U HABOJIKU
CA3 — cucrema aHayIM3a 3aIlIMILIEHHOCTH

C3U — cpeactra 3amuThl HHGOpMAIIUN

C3I1/I1 — cuctema (rmoAcucTeMa) 3allUThI MEPCOHATIBHBIX JaHHBIX
COB — cucreMa 0OHapy>KEeHHSI BTOPKEHUN

TKYU — Texandeckue KaHaibl yTeUKu HHGOPMAIN

VYBIIIH — yrpo3sl 6€30MacHOCTH MEPCOHATBHBIX TAHHBIX
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BBEJAEHHUE

Hacrosimee Ilonoxenue uHPOpMAnMOHHON 0€30MaCHOCTH AKIIMOHEPHOTO
obmectBa  «PocTOBCKOE IEHTpabHOE MPOEKTHO-KOHCTPYKTOPCKOE  OrOpO
«Cranens» (manee - AO «PUIIKb «Cranenby), pacnojioxXEHHOrO0 MO aapecy:
344116, P®, PocroBckas obnactb, r.PocroB-na-Ilony, yn. 2-s Bomogapckoro,
n.76/23A, oduc 301, saBugercs o¢QUIUATBHBIM JTOKYMEHTOM, B KOTOpPOM
OTpejiesieHa CUCTEeMa B3TJISI0B Ha oOecrieueHre HHPOpMaIMOHHOW 0€301acCHOCTH
AO «PUIIKB «Cranenby.

Heobxoaumocts pazpadotku [lonokeHust oOyclioBlieHA CTPEMUTEIBHBIM
pacumperreM cepbl MPUMEHEHUS HOBEHITNX WH(OPMAIMOHHBIX TEXHOJIOTUN U
npoueccoB B AO «PUIIKB «Cranensy», npu o0padoTke nH(popmanuu BoooOIIe, U
MEPCOHAIBHBIX IAHHBIX B YACTHOCTH.

Hacrosmee Ilonoxkenue omnpeaensieT OCHOBHBIE L€ M 3a7adyd, a Takke
OOIIyI0 CTPATErui0 IOCTPOCHUS CHUCTEMBbI 3alllUThl TEPCOHAJBHBIX JTAHHBIX
(C3I1n) AO «PUIIKb «Cramenb». IlonoxeHnue ompenenseT OCHOBHBIC
TpeOoBaHUs U OA30BbIC MOAXObI K UX peaIM3alUU, ISl TOCTUKEHUS TpeOyeMOoro
ypOBHsI 0€30MacHOCTH HH(DOpMAIUH.

[Tonoxxenue pa3zpabOTaHO B COOTBETCTBUU C CHUCTEMHBIM MOJIXOJOM K
obecnieueHuto  uHopManMoOHHOM  Oe3zomacHocTd.  CHUCTEMHBIM  MOAXON
NpeanoyiaraeT  NPOBEACHUE  KOMIUIEKCAa  MEpPONPUSITUN,  BKIIFOYAIOIIHUX
UcclieIoBaHuE yrpo3 MHGOPMAIMOHHONW O€30MacHOCTH M pa3pabOTKy CHUCTEMBbI
3amuThl  [I/IH, ¢ 0O3MUIMM KOMIUIEKCHOIO TIPUMEHEHHS TEXHUYECKUX U
OpPraHU3alMOHHBIX MEP U CPEJICTB 3AILUTHI.

[Ton uHpopmannonHon Oe3onacHocThio [IJ]I[H MOHMMaeTCs 3aIlMIIEHHOCTh
MEPCOHANIBHBIX JIAaHHBIX M 00pabarhiBaOIIe WX HHPPACTPYKTYype OT JHOOBIX
CIIy4YalHbIX WM 3JIOHAMEPEHHBIX BO3JCHUCTBUN, PE3YyJIbTATOM KOTOPBIX MOXKET
SBUTHCSI HaHeCEeHHE yiiepOa camoil mHboOpMalmu, ee BiajaeiblaM (CyObeKTaM
[111) nmn undpactpykrype. 3agaun HHGOPMAIIMOHHON 0€30MaCHOCTH CBOJISATCS K
MUHHMMU3AIUU yiepoa OT BO3MOXKHOU peanu3ainuu yrpo3 OesomnacHoctu [1/1H, a

TaKke K MPOTHO3UPOBAHUIO U IPEAOTBPAILICHUIO TAKUX BO3JICHCTBUM.
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[Tonoxxenue CIy>)KUT  OCHOBOM  1isi  pa3pabOTKM  KOMILJIEKca
OpPraHM3AIMOHHBIX M TEXHHUYECKHX Mep Mo obecrneueHuio WHGOPMaIMOHHON
oe3onacHoct AO «PHIIKB «Cranensy, a Takke HOPMATUBHBIX U METOJIMYECKHUX
JIOKYMEHTOM, OOECIEUMBAIOIINX €€ Pean3aluio, U HE MPEINoJaracT MOJAMEHBI
GyHKIIMHA  TOCYJapCTBEHHBIX OpraHoB Biacth Poccuiickoit ~ dexaepariuu,
OTBEYAIONIMX 3a oOecrieueHre O0e30MacHOCTH WHOOPMAIMOHHBIX TEXHOJOTHH U
3alUTy UH(GOpPMaLIUU.

[TonoxxeHue ABIAETCS METOAOJIOTMYECKON OCHOBOM JISI:

*  (opmupoBaHus U TPOBEJCHUS €AUHOW MOJUTHUKU B oOnacTu oOecrieyeHus
oesomacHoct AO «PLIIKDB «Cranenby;

*  MPUHATUA YIOPABICHUYECKUX pEHICHUN U pa3pabOTKU MPAKTHUYECKUX MEp IO
BOIUIOLIEHUIO MOJAUTUKH Oe3omacHoctd [I/I[H u BBIpaOOTKM KOMILIEKCA,
COTJIACOBAHHBIX ~MEp HOPMATUBHO-IIPABOBOIO, TEXHOJOTHYECKOTO U
OpraHU3alMOHHO-TEXHUYECKOTO XapaKTepa, HAIPaBJICHHBIX Ha BBISBIICHUE,
OTPaXEHUE W JMKBHJALWIO TOCIEACTBUN pealn3aluu pPa3jIndyHbIX BHUJIOB
yrpo3 I1/1H;

*  KOOpJIMHAIIMU AEATEIbHOCTU CTPYKTYypHbIX mnoapazaeneHuii AO «PLIIKB
«Cranensy npu OpoBeIeHUH padoT 1o pa3Buthio U 3kciuryarauuu UCITIH ¢
cobioieHueM TpedboBaHuii oobecrieuenus 6ezonacuoctu [1J1H;

*  pa3pabOTKM  MPEUVIOKEHUH MO  COBEPIICHCTBOBAHUIO  IPABOBOTO,
HOPMATHBHOI'O, METOAMYECKOr0, TEXHUYECKOTO W OPraHU3alMOHHOTO
ooecneuenus 6e3omacHocT [1/1a B UCIIIa AO «PUIIKDB «Cramenny.

[IpaBoBoif 06a3zoi s pa3pabOTKU HACTOSIIETO TOJIOKEHUS CITyKaT
TpebOBaHMs JeHCTBYIOMUX B Poccum 3aKkoHOMATENBHBIX W HOPMATHBHBIX

JIOKYMEHTOB MO 00ecrnedyeHnio 0€30MacHOCTH epcoHanbHbIX JaHHbIX (I1/1H).
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1 OOmme moJioKeHUA

C3I1[dn mnpencraBisieT co0OM COBOKYMHOCTh OpPraHU3AIIMOHHBIX W TEX-
HUYECKUX MEpOnpuAThil Jis 3amuTthl [I/IH OT HEmMpaBOMEPHOrO WK CIYy4aiiHOTO
JIOCTyTNa K HUM, YHUYTOXKEHUS, U3MEHEHUs, OJIOKMpPOBaHUS, KOMUPOBAHUS, pac-
npoctpanenus [1/1H, a TakKe UHBIX HENPABOMEPHBIX JECUCTBUI C HUMH.

be3onacHOCTh MEPCOHANBHBIX JAHHBIX JOCTUTAeTCsl MyTEM HCKIIOYEHUS
HECaHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIy4ailHOTro, JOCTyHa K IMEPCOHAIbHBIM
JAHHBIM, PE3YJIbTATOM KOTOPOTO MOXET CTaThb YHUUYTOXEHHUE, W3MEHEHHUE,
OJIOKUpOBaHUE, KOMMUPOBAHUE, PACITPOCTPAHEHUE MTEPCOHAIBHBIX JAHHBIX, a TAKKE
WHBIX HECAHKIIMOHUPOBAHHBIX JIEUCTBUIA.

CtpykTrypa, CcOCTaB W  OCHOBHBIE  (YHKIIMH  TEXHUYECKUX U
opranu3zanMoHHbix Meponpustuii C3II/IH omnpenensitorcss uUCXoAss W3 YPOBHSA
samuiieHHoctr  (kinacca) MCII[H, yCTaHOBJIEHHOTO B COOTBETCTBHH  C
tpeboBanusimu [locranoBnenust IlpasutensctBa Ne 1119 or 1 nHosa6ps 2012 r.,
npukaza OCTOK Poccun Ne 17 ot 11 ¢epans 2013 r., mnpukaza OCTIK
Poccun Ne 21 ot 18 deBpansg 2013 r., a TakKe B COOTBETCTBUHU C TPEOOBAHUSIMU
[ToctanoBnenust IlpaButensctBa Poccuiickori @enepanuun  Ne 687  «O06
yrBepxkeHun [lonoxxennst 00 0COOEHHOCTSX 00pabOTKH MEPCOHATBHBIX JAaHHBIX,
OCYILECTBIISIEMOM 0€3 HCMHoJIb30BaHMS CpeAcTB  aBToMmaTtuzamuuy. C3I1/x
BKJIIOYAET OPraHU3allMOHHBIE MEPbl M TEXHUYECKUE CPEICTBA  3allUThI
uHpopmaruu (B ToM uwmcie mmdpoBaibHble (KpunTorpaduueckue) cpecTsa,
CpeACTBa  NPEAOTBPAIICHUS  HECAHKIMOHWPOBAHHOIO  JIOCTyINa,  yTEUKHU
uH(OpMAIUU 10 TEXHUYECKUM KaHajiam, MIPOrpaMMHO-TEXHUYECKUX BO3/IEHCTBUM
Ha TeXHHUUeCKue cpenactBa oOpabotku IIJ[H), a Takke WHCHOJB3yeMble B

nH(OPMAITMOHHON cUCcTeMe MH(DOPMAITMOHHBIC TEXHOJIOTHH.

DT MephI MPU3BaHbI 00€CTICYUTH:
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KOH(QUICHIIMATFHOCTh HH(OpMammu (3amUTa OT HECAHKIMOHUPOBAHHOTO
O3HAKOMJICHUS );

IEJIOCTHOCT, ~ MHpOpMAIMK  (AKTyaIbHOCTh U HEMPOTHBOPEYUBOCTH
uH(OpMaIH, €€ 3alIUIICHHOCTh OT Pa3pyIIeHUs W HECAHKITMOHHUPOBAHHOTO
HW3MEHEHHUS);

JTOCTYITHOCTh MH(pOpMaIy (BO3MOKHOCTh 32 MPUEMIIEMOE BPEMS IMOITYIUTh

TpeOyemMyro HHPOPMAITMOHHYIO YCIIYTY).

Craguu co3ganust C3I1/IH BKIIFOYAIOT:

NPEANpPOEKTHAs CTaaus, BKIIOYAIONIAs MPEIIPOECKTHOE 00cieI0BaHue
UCTIIH, pa3paboTKy TEXHUYECKOTO (YaCTHOIO TEXHUYECKOT0) 3aIaHHs Ha ee
CO3/IaHHE;

CTaJusl MPOCKTUPOBaHUsl (pa3pabOTKU MPOCKTOB) U peau3allui Mep 3allUThI
C3I1 s,

craaus BBoja B AerctBue C3I1/IH, BKIOUarOmas OMbITHYO SKCILTYaTAUIO U
MIPUEMO-C/IATOUYHbIE HUCIBITAHUS CPEJCTB 3alllUThl HWH(OpPMAIUU, a TaKkKe

ouieHky cootBercTBUsd C3I1/[H TpeboBaHMsAM 6€30MaCHOCTH HHPOPMALIUU.

OpraiuzalnoHHble MEpbl MPEIyCMaTPUBAIOT CO3JaHHUE W MOJJEpKaHUE

npaBoBoil 0a3pl Oe3omacHoctu [I/IlH u pa3paboTky (BBeAeHUE B JEHCTBUE)

npeaycMoTpeHHbIXx  I[lonmutukoi  mHpopmarmonHoit O6e3omacHoctn  MCII/H

CICAYIOHMIUX OPTraHU3allMOHHO-PACTIOPAAUTCIbHBIX TOKYMCHTOB!:

[Inan meponpustuii o obecneuenuto 3amuthl [/l nmpu nx obGpaboTke B
NCII/H;

[1nan MeponpusATUIA IO KOHTPOJII0 oOecreuenust 3amuThl [1/1H;

[Topsimok pesepBupoBaHUs U BoccTaHoBiIeHUs1 paboTocnocooHoctu TC u 10,
0a3 manubeix 1 C3U;

HomxHocTHas uHCTpyKius aamuuuctparopa UCIIxn B yactu obecrnieueHus

6e3onacHoctu [1/]n mpu nx o6padotke B UCII/IH;
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*  JlomxHOCTHas MHCTPYKIMS agMuHucTparopa 6ezonacnoctu MCII/IH;

*  JlomxHocTHas uHCTpyKuus mnoisb3oBarenss WCIIIn B wactu obecnieueHus

6e3onacHoctu [1/]n mpu ux obpadotke B UCII/IH;
*  MHCTpyKIus Ha ciydyail BOBHUKHOBEHUS BHEIITATHOW CUTYaIlUH;

*  HHcrpykuusa no pasmenieHuro, 000pyJIOBaHHUIO U OXpaHe MOMEUICHUH, T7ie
XPaHATCSA MEPCOHANBHBIE JAHHBIE, M0 XPAHEHUIO NMEPCOHAIBHBIX AAHHBIX Ha
OyMaKHBIX HOCUTENSIX U MOPAIKY pabOThl UCIIOIHUTENEH ¢ NEPCOHATBHBIMU

JaHHBIMH Ha 6YMa>KHI>IX HOCHTCIIAX I/IH(i)OpMaHI/IH.

TexHn4ecKkre MEPHI 3alUThl PEAUTU3YIOTCA TPU MOMOIIU COOTBETCTBYIOIINX
MIPOrPAMMHO-TEXHUYECKUX CPEJCTB U METOJIOB 3AILIUTHI.

[lepeuenb HEOOXOAMMBIX MEpP 3allUTHl HH(OpPMAIUK OMpPEACNSIeTCs 0
pesyapTaraM BHYTpeHHed mnpoBepku Oe3zomacHoct WCII[IH AO «PHIIKB

«Crarneip.
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2 3amauu C3I1/In

OcHoBHol nenpto C3IT/IH sBisieTcss MUHUMU3AIMA yiiepoa OT BO3MOXKHOU

peanu3zarmu yrpo3 6e3onacuoctu [1/1H.

Jlns nmocTHKEHHMsST OCHOBHOM Ieiau cucrtema OesomacHoctd [I[IH momkHa

oOecrieunBaTh 3HPEKTUBHOE PEIICHHE CICAYIOIINX 3a/1a4:

3alUTy OT BMelIarenbcTBa B mponecc (ynkiuonupoBanus HWCIIIx
MOCTOPOHHMX JHI (BO3MOXKHOCTh ucnois3oBanus UMCIIJIH u poctyn k ee
pecypcaM JOJDKHbI HMETh TOJBKO 3aperHCTPUPOBAHHBIE YCTAHOBIICHHBIM
MOPSAKOM IOJIB30BATENN);

pasrpaHWyYeHUE  JIOCTyNAa  3apETUCTPUPOBAHHBIX  MOJIB30BATEIEH K
anmapaTHbIM, MporpaMMHbIM U uH(popmanuoHHbiM pecypcam HCIIIn
(BO3MOXXHOCTD JIOCTYIIA TOJBKO K TEM PECypcaM M BBIMOJHEHUS TOJIBKO TEX
omepaluii ¢ HUMH, KOTOpbI€ HEOOXOIMMBI KOHKPETHBIM MOJIb30BATEISAM
WCTIJIH nist BBIOJHEHUS CBOUX CITYKEOHBIX 00S3aHHOCTEH ), TO €CTh 3aIUTY
OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA:

k uadopmanuu, mupkynupyromieit B UCIT/IH;

cpeactBaM BerurciauTeabHon Texuuku MCIJIH;

anmapaTHbIM, TPOTPAMMHBIM U KPUNTOTPA(PUUECKUM CpPECTBaM 3alllUTHhI,
ucnons3yembiM B UCIIIH;

PETUCTPALMIO JECUCTBUM ITOJB30BATENIEN IPU HUCIOJIB30BAHUM 3alUIIAEMBbIX
pecypcoB MCII[IH B CUCTEMHBIX JKypHajiax M MNEPUOAUYECKHN KOHTPOJIb
KOPPEKTHOCTH  JICMCTBUU  IIOJIb30BATEJIE CUCTEMBl IMyTEM  aHaju3a
COAEPKUMOTO ITUX KYPHAJIOB;

KOHTpPOJIb IEJIOCTHOCTH (0OecriedeHrne HEM3MEHHOCTH) CpEbl HUCIIOTHEHUS
MPOrpaMM U €€ BOCCTAHOBJICHUE B CIIy4ae HApyIICHUS,

3alIUTY OT HECAaHKIIMOHUPOBAHHON MOIAU(MUKAIUN U KOHTPOJb I[ETOCTHOCTH
ucnons3yembix B UCIIJIH nporpaMMHBIX CPEICTB, a TAKKE 3aIIUTY CUCTEMBbI

OT BHCAPCHUA HCCAHKIINOHUPOBAHHLBIX IIPOI'paMM;
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samuty [IJIH OT yTeyku Mo TEXHUUYECKMM KaHajaM Ipu ee o0paboTke,
XpaHCHUH U TIepeiade Mo KaHajaaM CBSI3H;

samuty [1JIH, XpaHumoii, oOpabaThiBaeMOM M TepeaaBaeMol IO KaHajaM
CBSI3H, OT HECAHKIIHOHUPOBAHHOTO PA3TJIAIICHUS WIIA UCKAKEHUS;
oOecrieueHUE  JKUBYYECTH  KPHUOTOTPAPUUYECKUX  CPEACTB  3allUTHI
uH(OpPMAITUU TIPU KOMIIPOMETAIIUNA YaCTH KIFOYEBON CUCTEMBI,
CBOCBPEMEHHOE BBISBICHUE MCTOYHUKOB yrpo3 Oe3zonacHoctw [1J[H, mpuumH
U YCJIOBHH, CIOCOOCTBYIOIIMX HaHeCeHHIO yiepba cyobektam I[1/1H,
CO3/IJaHUE MEXaHW3Ma ONEPATUBHOTO pearupoBaHUs Ha YIrpo3bl 0€30MaCHOCTH
I1JIH u HeraTUBHBIC TCH/ICHIIUY;

CO3/IJaHHUE€ YCIIOBHUM I MUHUMHU3AIMU U JIOKAJIU3allMd HAHOCUMOTIO yiepoa
HEMPAaBOMEPHBIMU  JIEUCTBUSIMU ~ (PU3WYECKUX U IOPUAMYECKUX  JIUII,
0CJIa0JIeHHe HEraTUBHOTO BIUSHUS W JIMKBUJALIMS TTOCIECTBUI HaApYyIICHUS
oe3omacuoctu [1/1H;

000Opy/lI0BaHUE U OXpaHa MOMEIICHUH, T/Ie XPaHATCS MEPCOHANIbHBIC JAHHBIC;
coOJII0ICHUE TIOpsIIKA XPaHEHUsI MEPCOHAJBHBIX JaHHBIX Ha OyMa)KHBIX
HOCHUTEJISX;

coOJIr0ICHUE TIOPSIIKA XpaHEHUS KIIFOUEH OT moMerneHui riue xpansares [
Ha OyMaXHBIX HOCUTEIIAX;

COOJTI0/IeHUE TIOpsAJIKa pabOThl UCTIOJIHUTENIEH C EPCOHATIBHBIMY JIAaHHBIMU Ha

OyMaKHBIX HOCUTENSIX UH(POPMALIUU.



20

3 OO0BbeKThI 3aLIUTHI

Ilepeyenb HHGPOPMAUOHHBIX CUCTEM
B AO «PUIIKb «Cranens» mnpou3BoaAuTCS 00pabOTKa MepCOHATbHBIX

JaHHBIX B HH(OPMALMOHHONW cHCTeMe OOpabOTKH NEPCOHAIBHBIX JaHHBIX
(UCI1dR).
Ilepeuenr WCII[IH ompenenserca B mpouecce padOTbl KOMHUCCHH, I10

uTOraM paboT KOTOpo# coctasisieTcs akT kinaccuduxauu UCII/IH.

IlepeyeHb 00bEKTOB 3aIIUTHI
OObeKkTaMu 3allIUThI ABISAOTCS — HHPopManus, oopadateiBaemas B MCII/IH,

U TEXHUYECKHE CpeAcTBa €€ 00padoTku u 3amuThl. CHUCOK MEPCOHATBHBIX
JAHHBIX, MOJUIeKAallre 3aumTe, onpeneneH B [lepeduHe mepcoHaIbHBIX JaHHBIX,
nojuiexxamux 3amure B UCITIH.

OOBEKTHI 3alUTHI BKIOYAIOT:
*  OOpabarbiBaemasi HHPOpPMALIHSL.
*  Texuonoruyeckas uHGOpMAaIusl.
*  IIporpammMmHoO-TEeXHHUYECKHE CPEACTBA OOPAOOTKH.
. Cpenctsa 3amuts [1/1H.
*  Kanans! uHGOpMAITMOHHOTO OOMEHA U TETEKOMMYHHUKAIINH.

*  OOBEKTHI ¥ IOMEIIIECHHUS, B KOTOPBIX pasmerieHbl komrnoneHTs UCIT/IH.
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4 Knaccupukanusa noganb3oarenein UCIIIn

ITonp3oBaTeneM NCIIIn SIBJISICTCS JIMIIO, Y4acTBYIOLIEE B
GYyHKIMOHUPOBAHUM WHOOPMAITMOHHONW CHUCTEMBI TEPCOHANBHBIX JTaHHBIX WIH
UCIIONIb3YIoIIee pe3ysbTathl ee (pyHkiuonupoBanusa. I[lomszoBarenem WCII/IH
spisercst mooort cotpyaHuk AO «PIIIKB «Cramens», mMmerommii AoCTyn K
HUCIIIH u ee pecypcaM B COOTBETCTBMU C YCTAHOBJICHHBIM TMOPSIKOM, B
COOTBETCTBHHU C €r0 (PYHKIIMOHAIBHBIMU 00SI3aHHOCTSIMHU.

[Tonb3oBatenu UCII/H aendrcst Ha Tpu OCHOBHBIE KATETOPHH:

AJIMUHHCTpATOD HHd)ODMaHHOHHOﬁ 0C30I1aCHOCTH.

Corpynuuku AO «PUIIKBb «Cranenby», KOTOphIE 3aHUMAIOTCSI HACTPOMKOIA,
BHEJPEHHEM U CONPOBOXJICHHEM cHCTeM Oe3onacHoctu. Aamunuctparop Ub
o0JaaeT ciueayomuM YPOBHEM JI0CTyTA:

e oOnamaet MmojgHoN MH(pOpMaIeld 0 CUICTEMHOM M MIPUKIIAJIHOM IIPOrpaMMHOM
obecneuennu UCII/IH;
e oOnamaet rmoiaHoW mHMOpMaIKMEH 0 TEXHUYSCKUX CPEJICTBaX M KOH(PUTYypaluu

NCI1/H;

*  HMEEeT JOCTYIl KO BCEM TEXHMYECKHM CpeJICTBAM 00pabOoTKH MHPOpMaLUU U
nanasiM UCIT/IH;

*  He o0najaeT mpaBaMu KOH(MDUTYPUPOBAHUS U AIMUHUCTPATUBHON HACTPONKH
texHnueckux cpencts UCITIH.

Apvmunuctparop UCIL/IH.

Corpynuuku AO  «PHIIKb  «Cramenb», KOTOpble  3aHUMAIOTCS
COIIPOBOXICHUEM MTPOTPAMMHOTO 0OeCTIeUeHUsI.
Anmvunuctpatop UCII/IH o61agaeT cieayronmM ypoBHEM JOCTYIIA:
* oOmagaer wuHpopmalMer 00 anropuTMax W HOporpamMmax 00pabOTKu
unpopmaruu Ha UCIT/IH;
e  o0OyamaeT BO3MOXKHOCTSMH BHECEHHUS OIMMOOK, HEJACKIapHUPOBAHHBIX

BO3MOXXHOCTEH, MPOTPAaMMHBIX 3aKJIAaJIOK, BPEJOHOCHBIX MpOrpaMM B
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nporpammuoe obecnieuenne MCII/IH Ha cranuu ee pa3paboTKu, BHEAPEHUS U

COTIPOBOK/ICHHUS;

MOXXET pacrojararh JOObIMH (parMeHTaMu HHQPOPMAIUA O TOIOJIOTHU
UCIIJH u TexHUYeCKuX cpeicTBax oOpaboTku U 3amuthl [1/]H,

obpabareiBaembix B UCIT/IH;

oOnamaer npaBaMu KOH(QUIYpUPOBAHMS U aJMUHUCTPATUBHON HACTpOMKHU
texHuueckux cpeacts UCII/IH.

Omneparop UCIT/H.

Corpynauku noapazaeneHuii AO «PIIIKb «Cramenb» y4acTBYOIIHMX B

nporecce skcmyatanuu WCIIIu. Omnepatop WCII[IH ob6mamaer cieayromum

YPOBHEM JIOCTyMA!

o0najaeT BCEeMH HEOOXOJUMBIMH aTpuOyTamu (Hampumep, IMapoJieM),

00€eCIeynBaOIMMU JTIOCTYII K HEKOTOpOMY noAMHOkecTBY 11/1H;

pacmoJaracrt KOH(i)I/II[CHL[I/IaJ'IBHBIMI/I JaHHBIMH, K KOTOPBIM UMECT NOCTYII.
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3) OcHOBHBIC IPUHIMIIBI TOCTPOCHHUS CHCTEMbI KOMILICKCHOM 3a1IIUThI
UH(poOpMALHHU

[Toctpoenue cucteMbl obOecneuenus Oe3omnacHoctn I1/n UCII[a AO
«PHUIIKb «Cranenb» u ee (yHKIMOHUPOBAHHE JOJHKHBI OCYIIECTBISTHCS B

COOTBETCTBHH CO CIEAYIOIIMMHA OCHOBHBIMHU IPUHIUIIAMMU:

*  3aKOHHOCTB;

*  CHCTEMHOCTb;

*  KOMIUIEKCHOCTB;

*  HENpEPBIBHOCTH;

*  CBOEBPEMEHHOCTH;

*  IPEEMCTBEHHOCTb U HENPEPHIBHOCTH COBEPILICHCTBOBAHMS,
*  IEpPCOHAIBbHASI OTBETCTBEHHOCTD;

*  MHHHMMM3ALUs [TOJTHOMOYMIA;

*  B3aUMOJCICTBUE U COTPYIHUYECTBO;

*  TUOKOCTbh CHCTEMBI 3aIlIUTHI;

*  OTKPBITOCTbH AJITOPUTMOB U MEXAHWU3MOB 3aIUTHI;

*  MPOCTOTa MPUMEHEHUS CPEACTB 3ALIUTHI;

*  Hay4Has 0OOCHOBaHHOCTb M TEXHUYECKAs PEaTN3yeMOCTh;
*  creuanu3anus U npohecCUuoHaIN3M;

*  00s13aTe€TBbHOCTH KOHTPOJIS.

3aKOHHOCTH
[Ipeamonaraer OCYIIECTBIACHUE 3alIUTHBIX MEPONPHITHH W pa3paboTKy

C3llJn  AO «PHUIIKb «Cranenb» B COOTBETCTBHUM C JEHCTBYIOIIUM
3aKOHOAATEILCTBOM B 00siacTH 3auuThl [IJIH U Apyrux HOPMATUBHBIX AKTOB IO
0e3onacHocTu UHGOPMAIUU, YTBEPKIECHHBIX OpraHaMH rOCyJAapCTBEHHON BJIACTH

" YIIPABJICHUA B IIPCALCIaX NX KOMIICTCHIINH.



24

[Tomp3oBatenu u obcmyxkuBaronuii mepconan [1/la UCIT/Ian AO «PILIIKB
«Cranenpy» TOJDKHBI OBITh OCBEIOMIICHBI O TOPSAKE PAOOTHI C 3alUIIaeMon
uHpopmalmet 1 00 OTBETCTBEHHOCTH 32 HapylleHue mnopsiaka 3amutsl [1J1H.

CucreMHOCTDH
Cucremnbii nmoaxon k mnoctpoeHuto C3II[In AO «PHIIKB «Cranenby

IpEeAnojgaraeT  yd4eT BCEX  B3aUMOCBS3aHHBIX, B3aWUMOJCHCTBYIOIUMX U
U3MEHSIOIIUXCSI BO BPEMEHHU JJIEMEHTOB, YCIOBHUH U (PAKTOPOB, CYIIECTBEHHO
3HaYMMBIX JUIsl IOHMMaHHUS M pelleHus: npoOiemMbl obecrieueHus: 0e30macHOCTH
ITIa UCITn AO «PLIIKB «Cranenny.

[Ipy co3maHuM CUCTEMBI 3alllUTHl JIOJDKHBI YYUTBIBATHCS BCE Cladble U
Haubosee ys3BUMBbIE MecTa cucTeMmbl oOpaboTku I[I/IH, a Taxke xapakrep,
BO3MOYKHbIE OOBEKTBI M HAIIPaBJIEHUS aTaK Ha CUCTEMY CO CTOPOHBI HAPYIIHUTENEH
(ocoOeHHO BBICOKOKBaJIN(DULIMPOBAHHBIX 3JI0yMBILUICHHUKOB), IIyTH
POHUKHOBEHUs1 B pacnpeneneHHbie cuctembl 1 HCJl k unpopmanmu. Cuctema
3aIIUTHI JIOJDKHA CTPOUTHCS C YYETOM HE TOJBKO BCEX H3BECTHBIX KaHAJIOB
nponukHoBeHus 1 HCJl k nundopmanmu, HO ¥ ¢ y4€TOM BO3MOYKHOCTHU MOSIBICHUS

MPUHIIMINAIBHO HOBBIX MTyTEH peanu3aliuu yrpo3 0€301MacHOCTH.

KoMmiekcHocTnh
KoMiuiekcHOe HuCIoJib30BaHUE METOJIOB U CPEACTB 3aIMTHI MPEANOIaract

COIIACOBAaHHOE MPUMEHEHUE PA3HOPOIHBIX CPEACTB MPU MOCTPOEHUM LEIOCTHON
CUCTEMBI 3alUTHI, MEPEKPHIBAIOIIECH BCE CYLIECTBEHHBIE (3HAYMMBIE) KAHAJIBI
pealin3allid Yyrpo3 U HE COJEeprKalleil ciaaObIX MECT Ha CTBIKAaX OTAEIbHBIX €€
KOMITOHEHTOB.

3amunra J0HKHA CTPOUTHCS SUIETOHUPOBaHO. I KaKI0ro KaHana yTeUKd
uHpoOpMaMu W IS KaXIOH yrpo3bl 0€30MacHOCTH JOJDKHO CYUIECTBOBATH
HECKOJIBKO 3aIUTHBIX pyOexeit. Co3aaHue 3aUUTHBIX pyOexeil oCyecTBIsieTcs ¢
Y4€TOM TOTO, YTOOBI JIJISi UX MPEOJO0JIEHUS MOTEHUIUAILHOMY 3JI0YMBIIIICHHUKY
TpeOoBaIMCh MPOGECCUOHANbHbBIE HABBIKM B HECKOJBKUX HEB3aWMOCBSI3aHHBIX

o0acTx.
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Buemnss 3amura 1omkHa oOecreduBaThCsl (PU3MUECKHMMH CPEICTBAMU,
OpPraHM3alMOHHBIMU U TPaBOBbIMH Mepamu. OgHUM H3 Hanboliee YKpEeIJICHHBIX
pyOexeil mpu3BaHbl OBITh CPEACTBA KPUNITOTpaUUECKOM 3aIIUThI, pEaTU30BAHHBIE
c wucnoib3oBanueMm TexHosornn VPN. IlpukiagHoil  ypOBEHb — 3allMTHI,
YUUTHIBAIOIIMM OCOOEHHOCTH MPEAMETHON 00J1acTH, MPEACTaBISET BHYTPEHHHN
pyOeX 3alUTHI.

HenpepsiBHoCTh 3a1uuThl 11/{H
3ammta [I/[H — HE pa30Boe€ MEPONPHUATHE W HE NPOCTAasi COBOKYIHOCTH

IIPOBEJCHHBIX MEPOIIPUATHNA U YCTAaHOBIICHHBIX CPEJICTB 3aIUThI, 4 HENPEPHIBHBIN
L[EJICHAIIPABJICHHBIM TPOLECC, NPEANOJAralollui MPUHITHE COOTBETCTBYIOIINX
Mep Ha Bcex drtamnax xu3HeHHoro nukia UCITIH.

NCIIIH momKHbI HAXOAUTHCA B 3aIUIIEHHOM COCTOSIHUM Ha MPOTSKEHHUH
BCEr0 BPEMEHU HUX (PYHKIIMOHUPOBAHUA. B COOTBETCTBUM C 3TUM NPUHIUIIOM
JNOJDKHBI NPUHUMATBCS Mepbl 1o HenmomymeHuto rnepexoxa MCII[IH B
HE3aIIUIIEHHOE COCTOSHUE.

BonbmIMHCTBY  (U3MUECKUX M TEXHUYECKUX CPEIACTB 3allUThl Ui
3¢ (})EKTUBHOTO  BBINOJHEHUA CBOMX (YHKIMI HeoOXoguMma IOCTOSTHHAs
TEXHHUYECKas 17} OpraHU3alMOHHAs (aAMUHUCTpATUBHA ) IO/ IEPKKA
(cBOEBpeMeHHasi cMeHa M o0OecreyeHre MPaBWIBHOTO XPAaHEHUS U MPUMEHEHUS
MMEH, MapoJied, KIYed MHUPPOBaHMs, NEPEOIpeaesieHUe MOJTHOMOYMUNA U T.I1.).
[lepeppiBBl B paboTe CpEeACTB  3alIUThl MOTYT OBITh  HCIIOJIB30BAaHbI
3JIOYMBILUICHHUKAMH I aHAJIU3a IMPUMEHSIEMBIX METOJOB M CPEICTB 3aIlMTHI,
JUIS BHEAPEHUS CIIEHUAIIBHBIX MPOTPAaMMHBIX W alllapaTHBIX "'3aKiaafoK” U ApYyrux
CPEACTB  IIPEOJOJICHHUS  CUCTEMBl  3allMThl  II0CIE€  BOCCTAHOBIICHUS €€

(GyHKIHOHUPOBAHMUS.

CBOEBpEMEHHOCTH
[Ipeanonaraer ynpexaaronuil xapaktep mep oOecrieyeHus: 0€30MacHOCTH

[1/1H, TO ecTh MOCTAaHOBKY 3aj1a4 1o komiuiekcHou 3amure UCII/In u peanuzanuio
Mep obecnieuenus: OezonacHoctu I11J[H Ha pannux craausx pazpadotku UCIIAH B

OCJI0M M €€ CUCTCMbI 3allTUThI HH(bOpMaHHH, B 4aCTHOCTH.
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Pa3paboTka cucTembl 3alUThl JOHKHA BECTUCH APAJUIETBHO ¢ pa3paboTKON
U pa3BUTHEM CaMOM 3aIMIIAEMOM CHUCTEMBI. JTO MO3BOJUT Y4e€CTh TpeOOBaHUS
0€30MacHOCTH IpY MPOCKTUPOBAHUH APXUTEKTYPHI M, B KOHEYHOM CYETe, CO3aTh
Oonee >3¢ddexTuBHBIE (Kak MO 3aTpaTaM pECypcoB, TaK M IO CTOHKOCTH)

3allIUIIICHHBIC CUCTCMBI.

IIpeeMcTBEHHOCTH U COBEPIIIEHCTBOBAHME
[TpenmosiararoT MOCTOSIHHOE COBEPIICHCTBOBAHHE MEP W CPEICTB 3allUTHI

uH(OpMAIlMU Ha OCHOBE MPEEMCTBEHHOCTH OPTraHM3AIMOHHBIX U TEXHUYECKHUX
pelieHuii, KaapoBOro cocraBa, aHanu3a ¢QyHkuuoHupoBanus WCII[AH u ee
CHUCTEMbl 3allUThl C YYETOM HU3MEHEHUM B METOJIaX U CpEeJCTBaxX IMepexBaTa
uHdopMaIuu, HOPMATUBHBIX  TpeOOBaHMN MO  3alIUTe, JIOCTUTHYTOTO

OTEYECTBEHHOI'0 U 3apy0OEKHOI0 OMBITA B 3TOM 001aCTH.

Hepconanbnaﬂ OTBETCTBCHHOCTDb
HpennonaraeT BO3JI0XCHHC OTBCTCTBCHHOCTH 3a oOecrieucHue

oe3zonacHoctu II/I[H m cuctemMbl uX O0OpaOOTKM Ha KaXIOro COTPYJHHKA B
Ipesesax ero NoJHOMOYMN. B COOTBETCTBUM C 3TMM NPUHLUIIOM PacHpeIeiaeHUe
npaB U O0S3aHHOCTEN COTPYAHUKOB CTPOUTCS TAaKMM 00pa3oM, 4yTOObI B cCiydae
JAr000ro HapylIeHUsT Kpyr BUHOBHHMKOB OBLI YETKO M3BECTEH WM CBEACH K

MHHUMYMY.

IIpuHUIMI MUHAMHU3AIMHA TIOJTHOMOYHUM
O3HavaeT mpeAoCTaBICHUE MOJIb30BATENSIM MUHUMAJIBHBIX IIPaB JOCTYyNa B

COOTBETCTBHH C TIPOU3BOJICTBEHHON HEOOXOIUMOCTHIO, HA OCHOBE MIPUHIIMIIA «BCE,
YTO HE Pa3pEIICHO, 3alPEIICHO).

Hoctyn x IIJIH momkeH mpeaocTaBIsSThCs TOJBKO B TOM cliydae U 00beMme,
€CIIM ATO HEOOXOIUMO COTPYAHHUKY JJIi BBIMOJHEHUS] €ro JIOJKHOCTHBIX

00s13aHHOCTEN.
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B33HMOI[eﬁCTBI/Ie H COTPYAHUIECTBO
HpezmonaraeT CO31aHHC 6JIaFOHpPI}ITHOI>'I aTMOC(i)GpI)I B KOJIJICKTHBax

noApaszaeiaeHuid, ooOecneunBaromux gearensHoct MWCIIIH AO «PUIIKB
«Cranenby», AJisl CHUKEHUS BEPOSITHOCTH BO3HUKHOBEHMSI HETATUBHBIX JCHCTBUIM
CBSI3aHHBIX C YEJIOBEUYECKUM (haKTOPOM.

B Takoii o00cTaHOBKE COTPYAHUKH JIOJDKHBI OCO3HAaHHO COOJIOATH
YCTAHOBJICHHBbIC TIpaBWJIa U  OKa3blBaTh COJICUCTBHE B  JICATCIILHOCTH

noJipa3esieHui TEXHUIECKON 3alUThl HHPOpMAIUH.

I'mokocTb cucremnl 3amuThl 11/1H
[IpuHsaTEIE MEphl W YCTAHOBJICHHBIC CPEJICTBA 3alllUThl, OCOOEHHO B

HaYaJIbHBIN MMEPUO MX IKCIUTyaTaIllid, MOTYT 00CCIICUMBATh KaK YPE3MEPHBIN, TaK
U HEJOCTAaTOYHBIA ypOBEeHb 3amuThl. s obecnedeHHs BO3MOKHOCTHU
BapbUPOBAHUS YPOBHEM 3alTUIICHHOCTH, CPEACTBA 3allUTHI JIOJDKHBI 00J1aaTh
OnpeNieNIeHHOM THOKOCThI0. OCOOCHHO Ba)KHBIM 3TO CBOMCTBO SIBJISIETCS B TEX
CllydasiX, KOTJla YCTaHOBKY CpPEJICTB 3alllUThl HEOOXOJUMO OCYIIECTBISATH Ha
paboTaromiyro  cucreMy, HE  Hapymas Ipolecca €€  HOPMaJbHOTo

GyHKIIMOHUPOBAHUS.

OTKprTOCTb AJITOPUTMOB U MEXAaHU3MOB 3aIIIMThI
CYTB MNpHUHOUIIA OTKPBITOCTH AJITOPUTMOB U MCXaHHU3MOB 3aIlIUThl COCTOUT B

TOM, YTO 3alllUTa HE JOJDKHA OO0ECIeYMBATHCS TOJBKO 3a CYET CEKPETHOCTHU
CTPYKTYpHOW OpraHu3alid M ajJropuTMOB (DYHKIIMOHUPOBAHUS €€ TOJCUCTEM.
3HaHUE AITOPUTMOB PAabOThI CUCTEMBI 3aIUTHI HE JIOJDKHO JaBaTh BO3MOXKHOCTH
ee npeoaoieHus (Taxke aBropam). OgHaKo, 3TO HE O3Ha4YaeT, 4YTo MHpopMalms o

KOHKPETHOM CHUCTEeME 3alUThI T0JKHA OBITH OOIIETOCTYITHA.

IIpocToTa NpUuMeHeHHsI CPEACTB 3aIUThI
MexaHu3Mbl 3alUTHl JTOJDKHBI OBITh MHTYUTHUBHO TOHSTHBI M TPOCTHI B

HCIIOJIb30BaHHNH. HpI/IMeHeHI/Ie CpCACTB 3allUTBI HC OOJIDKHO OBITH CBS3aHO CO

3HAaHUCM CIICHHUAJIBHBIX S3BIKOB HJIM C BBIIIOJHCHUEM ]IGI\/'ICTBI/II‘/’I, Tpe6YIOI_HI/IX
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3HAYWTEIBHBIX  JIOTIOJHUTENBHBIX  TpPyAO3aTparT Tmpu  OObIYHOW  paboTe
3apETUCTPUPOBAHHBIX YCTAHOBJICHHBIM TMOPSJIKOM TIOJIb30BaTeNCld, a TakKe He
JIOJKHO TpeOOBATh OT IMOJIb30BATENS BBIMOIHEHUS! PYTUHHBIX MAJIOMOHSATHBIX €My
onepaiuii (BBOJ HECKOJIBKUX MApoJie U UMEH U T.J.).

JlolkHA JTOCTUTAThCsl AaBTOMATH3AlMsl MAaKCUMAJIbHOTO 4YHUCIa JeHCTBUMN

nosib3oBateneit u agmuuuctparopos UCIIH.

HayuyHasi 000CHOBaHHOCTBH M TEXHUYECKASI Peain3yeMoCTh
NudopmarimoHHbsie TEXHOJIOTHH, TEXHUYECKHE W TPOTPAMMHBIC CPEICTBA,

CpeICTBA M MeEphl 3allluThl HMH(OpPMALMKU JOJKHBI OBITH pEaJu30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHUSI HAYKU U TEXHUKU, HAYYHO OOOCHOBAHBI C TOUKHU
3peHUs JTOCTHXKEHHS 3aJJaHHOTO YpOBHs 0€30MacHOCTH MH(POPMALUU U JIOJKHBI
COOTBETCTBOBATh YCTAaHOBJICHHBIM HOpPMaM M TpeOoBaHUSAM IO 0€301macHOCTH
IT/1H.

C3I1dx noykHa ObITh OPUEHTHPOBAHA HA PELICHUS, BO3MOXXHBIE PUCKH IS
KOTOPBIX M Mepbl MPOTUBOACUCTBHUS ITUM pPHUCKaM IPOLUIM BCECTOPOHHIOIO
TEOPETUYECKYIO U IPAKTHUYECKYIO ITPOBEPKY.

Crnenuanun3anusi 1 npopeccuoHaIn3M
[Ipenmonaraer mpuBIeYeHHE K pPa3pabOTKE CPEACTB U peaH3alfd Mep

3alUThl  MHQOpMAIMUM  CHEUUATIU3UPOBAHHBIX  OpraHu3aiuii, Haubolee
MOJATOTOBJICHHBIX K KOHKPETHOMY BHJY JESITEIBHOCTH M0 00ECIICUEHHUIO
oe3onacHoctu [1/]H, UMEIOMUX ONBIT MPAKTUYECKOW PabOThl U FOCYJAPCTBEHHYIO
JUIEH3UI0 Ha TpaBO OKa3aHWs ycIyr B 93TOHM oOmactu. Peanusanus
aIMUHUCTPATUBHBIX MEp M  JKCIUIyaTalus CpPEACTB  3allUThl  JIOJDKHA
OCYIIECTBISITECA  MpOo(ecCuoHaIbHO TOATOTOBJIECHHBIMU —creruaiuctamu  AO
«PLITKB «Cramnenby.

00513aTeILHOCTH KOHTPOJIA
[Ipenmonaraer 0053aTe€IBLHOCT M CBOEBPEMEHHOCTb  BBISIBICHUS H

NpeCCUCHUA  IOIIBITOK HApPYHMICHUS  YCTAHOBJICHHBIX  IIPABUJI obecrnieueHus

oe3onacHoctu [IJ[H Ha OCHOBE HCHOJB3YEMBIX CHUCTEM U CPEACTB 3aIUTHI
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uHbOpMallMU TIPU  COBEPILICHCTBOBAHMM KPUTEPUEB U METOAOB  OIICHKHU
3¢ (HEKTUBHOCTH 3TUX CUCTEM U CPECTB.

KoHTponp 3a AedATenbHOCTBIO JIIOOOr0 MOJIb30BaTENsA, KAXKIOIO CPEACTBA
3aIUTHl U B OTHOLIEHUU JIFOOOr0 OOBEKTA 3alMUTHI JIOJDKEH OCYLIECTBISTHCA Ha
OCHOBE IPUMEHEHHUsI CPEJCTB ONEPATUBHOIO KOHTPOJSA U PETUCTPALMU U JOJDKEH
OXBAaTbIBaTh KaK HECAHKIMOHMPOBAHHBIC, TAK U CAHKLIMOHUPOBAHHBIE ICHCTBUSA

OJb30BaTEIEN.
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6 Mepsbl, MeTOABI U CPeACTBa obecnevyeHusi TpedyeMoro ypoBHsi
3aIMIIEHHOCTH

OOecrieucHne Tpe6yeM0r0 YPOBHA 3alIUIICHHOCTHU JOJZKHOCTH OOCTHUTATBHCA
C HCIOJb30BAHHUECM MCp, MCTOIAOB H CpPCACTB Oe3omacHoctu. Bce MCPBI

obecnieuenus 6ezonacHoctu MCII/In nmoapasnensitorcs Ha:
*  3aKOHOJIaTeJIbHbIC (ITPABOBbIC);

*  MOPAJIbHO-3TUYECKHUE;

*  OpraHu3alMOHHBIE (aIMUHUCTPATUBHBIE);

*  (usnueckue;

*  TEXHHUYECKHUE (anmapaTHbie U MPOTPAMMHBIE).

3akoHoAaTeIbHbIE (IPAaBOBbIE) MEPHI 3ALIUThI
K npaBoBbIM MepaM 3alIuThl OTHOCATCS ACHCTBYIOIIME B CTPAaHE 3aKOHBI,

yKa3bl 1 HOPMATUBHBIE AKTHI, perjaMeHTUpYyolue npasuia oopamenus ¢ 1/,
3aKpEIUISIONINE MpaBa U 00513aHHOCTH YYaCTHUKOB UH(OPMALIMOHHBIX OTHOIIEHUN
B Ipolecce ee oOpabOTKM M MCHOJIb30BaHMUs, a TaKK€ YCTAHABIIMBAIOIINE
OTBETCTBEHHOCTh 3a HAPYILIEHUS OTUX MPaBWI, MPENATCTBYS TEM CaMbIM
HEIIPaBOMEPHOMY Hcnojbp30BaHuio IIJ[H W sBisgrommecs CAEpKUBAKOIIM
(bakTOpOM 711 IOTEHIMAJIBHBIX HAPYIIUTEIEH.

[IpaBoBblE  MEpBI  3alIATBI HOCAT B  OCHOBHOM  YIIPEXKJIAIOLIWM,
PO HIAKTUIECKUH XapaKTep U TPeOYIOT MOCTOSIHHON Pa3bICHUTEIHLHON pabOThI C

ITOJB30BATCIISIMU U 06CJ'Iy>KI/IBaIOH_[I/IM mepCcoHaIOM CUCTCMEIL.

MOpaJIbHO-STI/I'-IECKI/Ie MEPbI 3allUThI
K MOPAJIBbHO-OTUYCCKHUM MEpaM OTHOCATCA HOPMbI IIOBCACHHUS, KOTOPLIC

TPAJULMOHHO CJIOKWJIMCh WM CKIIAJIBIBAIOTCA MO Mepe pacnpocTtpanenns OBM B
CTpaHe WM OOmecTBe. OTH HOPMBI OOJbIIEH YacThbl0 HE  SBISIOTCS
00s3aTeNbHBIMU, KaK 3aKOHOJATENbHO YTBEP)KICHHbIE HOPMATHUBHBIC aKTHI,
OJIHAKO, MX HECOOIIOJICHHE BeIeT OOBIYHO K MaJCHUIO aBTOPUTETA, MPECTHXKa
YEJIOBEKa, TPYMIBI JIUI] WJIM OpraHu3aIiuu. MopaibHO-3TUYECKHE HOPMBI ObIBAIOT

KaK HCIIMCAHBbIC (HaanMep, O6IJ_[CHpI/I3HaHHBIC HOPMbI YECTHOCTH, IIATPUOTU3MA U
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T.I.), TaK U MHCaHBIE, TO €CTh O(OPMIICHHBIE B HEKOTOPBI CBOJ (YCTaB) MpaBHII
WJIY TIPEANIMCAHNMN.

MopanbHO-3TUYECKHE MEpbl 3allUThl SIBIAIOTCS NPOPUIAKTUUYECKUMU H
TpeOYIOT MOCTOSHHOW pabOThI MO CO3AaHUIO 3JJOPOBOTO MOPAIbHOIO KJIMMaTa B
KOJUIEKTUBAx IOApa3ieleHnid. MOpaJIbHO-ITUYECKUE MEphbl 3allUThl CHUXAIOT

BCPOATHOCTb BOSHHKHOBCHHA HCTAaTHUBHbBIX I[CﬁCTBPIfI CBJA3aHHBIX C YCJIIOBCUCCKHUM

dbakTopom.
OpranmzanmonHblie (AAMUHUCTPATUBHBIE) MePbI 3aIIUTHI
OpraHu3aiMoHHble  (aAMUHUCTPATHBHBIE) MEpbHI 3aIMUTBI - 3TO MEPHI
OpraHU3aluOHHOTO Xapakrepa, periiaMeHTUPYIOIINE MIPOLIECCHI

dbynkuuonuposanus UCIIJIH, ucnons3oBanue pecypcoB MCIIJIH, nedarenbHOCTD
00CITy’KMBAIOIIET0 MepCcoHaia, a TaKke MOPSAJOK B3aMMOJEHCTBUS MOJIb30BaTENEH
¢ UCII[n Takum oOpa3om, 4TOObI B HauOOJIbIIEH CTENEHU 3aTPYIHUTH WM
UCKIIIOUYUTHh BO3MOKHOCTh pPeajn3aluy yrpo3 0€30MacHOCTH WM CHU3UTH pa3Mep
IIOTEPH B CIIy4ae UX PeaInu3aliu.

['maBHas 1eab aaAMUHUCTPATUBHBIX Mep — cdopmupoBath llomuTuky
nHpopmarimonHot Oe3zomacHoctu [I[J[H (oTpaxkarolryr0o MOAXOAbBI K 3allUTe
uH(popMaIuu) U 00ECTICUUTh €€ BHITIOJIHEHUE, BBIACIISISI HEOOXO0IUMbIE PECYPCHI U
KOHTPOJIUPYSL COCTOSIHUE JIEL.

Peanmuzanust [lomutuku mHdopmarmonHoit 6ezomacHoctu [1/ln 8 UCIIIH
COCTOSIT U3 MEP aIMUHUCTPATUBHOTO YPOBHS M OPraHU3allMOHHBIX (MPOLETYPHBIX)
Mep 3alUThl UHPOpMaLUK.

K agMuUHUCTpaTMBHOMY YPOBHIO OTHOCSTCA PEUICHHUS PYKOBOJCTBA,
3aTparuBatomue aearenbHoctb UCIT/IH B nienomM. OTH pellieHus 3aKpervisitoTcs B
[Tonutuke mHdopmamoHHOW Oe3omacHocTH. [IpumMepoM Takux pemeHud MOryT
OBITH:

*  TpuUHATHE pemeHus o (GOPMHUPOBAHUU WU TEPECMOTPE KOMILIEKCHOU
nporpamMmel obecrieuenus 6ezonacHoctH [1/[H, onmpenenenre oTBETCTBEHHBIX

3a €€ pCaJIM3aluIo,
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dbopMmyaupoBaHKe IieJiei, MOCTaHOBKa 3a/iay, OMNpEJEJICHUE HaIpaBiIeHUN
nesTeabHOCTH B 00nactu 0e3onacHoctu [1/1H;

NPUHATUE PEIICHUI MO0 BOMpOCcaM peaju3alid MporpaMmbl 0€30MacHOCTH,
koTopsie paccmaTpuBaroTcsi Ha ypoBHEe AO «PIIIKD «Cranens» B 11e10Mm;
oOecrieueHne HOPMATUBHOM (TTPaBOBOI) Oa3bl BOPOCOB OE30MAaCHOCTH U T.II.

[TonmuTuka BEpXHETro YypOBHS JOJKHA YETKO OYEpTUTH cepy BIUSHHUS U

OTpaHUYCHUS IIPHU OIIPCACICHUU ueneﬁ 0e301acHOCTH HI[H, OIIPCACIINTL KaAKHNMHU

pecypcamu (MaTepHalibHBIC, TIEPCOHAT) OHWU OYIyT ITOCTUTHYTHI W HAWTH

pa3yMHBIﬁ KOMIIpPOMHCC MCXKAY IIPUCMIICMBIM YPOBHCM 0OC30IIaCHOCTH W

dbynkunonansHocThi0 UCTT/IH.

Ha opranu3aliluoHHOM YypOBHE ONPENEISAIOTCA NPOLEIypbl M IpaBuia

JOCTHIKCHH A HGJIGIZ " PCIICHUA 3a1a4 IHomuTruku HH(l)OpMaHHOHHOP'I 0e301acHOCTH

[1/TH. DT paBuIa ONpPENEIIAIOT:

KaKoBa 00J1aCTh MPUMEHEHUS TOMUTHKH Oe3omacHocTu [1/H;

KaKOBbl pOJIK M OOS3aHHOCTU JIOJDKHOCTHBIX JIMI, OTBEYAlOUIME 32
IpOBEICHHE NOJUTUKH Oe3zonacHocTH IIJIH, a Takke HX YCTaHOBHTH

OTBETCTBEHHOCT;

KTO UMeeT npasa nocrymna Kk [1/1x;

KaKUMH MepaMu U cpeacTBamu obecrnieunBaercs 3amura [1]1H;

KaKUMU MEpaMU U CpeACTBAMHU 00ECHeunBaeTCsl KOHTPOJb 32 COONIOACHUEM
BBEJICHHOTO peXruMa 0€30MacHOCTH.

OpranuzaioHHbIE MEPBI JOJKHBI:

peaycMaTpUBaTh periaMeHT uH(})OPMAITMOHHBIX OTHOILICHH,
UCKJIIOYAIOIIMX  BO3MOXHOCTh ~ HECAHKIIMOHMPOBAHHBIX  JEWUCTBUU B
OTHOIIICHUH OOBEKTOB 3AIIUTHI;

OTPENENATh KOAJIUIMOHHBICE M HEPAPXUYECKUE MPUHIUIBI U METOIbI

pasrpanuueHus gocryna K I1/1H;
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*  OOpenensiTh TMOPSIOK paboThl €  OPOrpaMMHO-MATEeMaTHYECKUMU U
TEXHUYECKMMHU (ammapaTHbIe) CpEeJACTBAMHU 3allMThl M KPUNTO3AIIUTHl U
JPYTUX 3aIIUTHBIX MEXaHU3MOB;

e  opranuzoBaTh Mepbl npotuBojelictBus HCJI mosb3oBarensMu Ha 3Tamnax
ayTeHTU(PUKAllUU, AaBTOpU3AIUHU, UJECHTU(DUKAIMK, OOeCneYNBaAOIIUX
rapaHTUy  peaau3aluu paB u OTBETCTBEHHOCTH CyOBEKTOB

UH(GOPMAITMOHHBIX OTHOIIICHUH.

OpranuzanoHHbIE MEPBI JOJKHBI COCTOSITh U3:

*  pernaMmenTa aoctyna B nomemienuss MCIIIH;

*  NOpANOK JONYyCKa COTPYAHHUKOB K Hcnosb3oBaHuto pecypcoB MCIIIx AO
«PUIIKB «Cranenby;

*  perlaMeHTa IpoLECCOB BeAeHUs ©0a3 JaHHBIX U OCYLIECTBJICHMUS
MOAU(PUKALNHA UHPOPMALITMOHHBIX PECYPCOB;

*  perjlaMeHTa MPOLECCOB OOCTYKMBAaHUS W OCYIIECTBICHHUS MOAUPUKAINN
anmapaTHbIX U nporpaMMHbIX pecypcoB MCII/IH;

* wuHcTpykuuid  mosb3oBarened  MCII[n  (ammunuctpatopa  MCII/IH,

aJMUHHUCTpaTopa Oe3omnacHocTy, onepatopa UCIIIx);
*  UHCTPYKUHS MOJI30BATENS TP BOSHUKHOBEHUN BHEIITATHBIX CUTYallUAM.

*  UHCTPYKLUS 1O pa3MelIeHHIo, 000pyAOBaHUIO U OXpaHe MOMEIICHUM, Tie
XpaHATCsA NEPCOHAIBHBIE JaHHbBIC, TI0 XPAHEHUIO NEPCOHAJIBHBIX JAaHHBIX Ha
OYMa)KHBIX HOCUTENSIX U MOPAIKY pabOThl UCTIOTHUTENEH ¢ NEPCOHATLHBIMU
JaHHBIMU Ha OyMaKHBIX HOCHUTENSIX UH(OpMaLUK.

DusnyecKue Mepbl 3aUThI
@dusnyeckre Mepbl 3allUThl OCHOBAHbI HAa IPUMEHEHHUM pPA3HOIO pojaa

MEXAHUYECKUX, 3JEKTPO- WJIM DJIEKTPOHHO-MEXAHUYECKHX YCTPOUCTB W
COOpPY)XKEHUH, CHEHHATbHO TMPEIHA3HAYCHHBIX ISl CO3JaHUsi  (PUBHMYECKUX
MPEISITCTBUM HA BO3MOXHBIX MYTAX MPOHUKHOBEHUS U JAOCTYNA MOTEHUHAIBHBIX

HaPYHJHTeﬂeﬁ K KOMIIOHCHTaM CHCTCMBI U 3amnmaeM0171 I/IH(l)OpMaI_[I/II/I, a TaKXeC
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TEXHUYECKUX CPEJICTB BHU3yaJbHOTO HAONIOJEHUS, CBSI3U U  OXPaHHOU
CUTHAIU3ALUH.

dusnueckas 3amuTa 3JaHUNA, TIOMEIIEHUH, OOBEKTOB M  CPEJACTB
uHbOopMaTU3aLUU JOJKHA OCYILECTBIIATHCSA IyTeM YCTaHOBJICHUS
COOTBETCTBYIOIIUX ITOCTOB OXpPaHbl, C IOMOIIBK TEXHUYECKUX CPEICTB OXPaHbI
WIK JIIOOBIMM JAPYTHMHU CIOCO0aMU, MPENOTBPALIAIONIMMHU WA CYIIECTBEHHO
3aTPYAHSAIONIMMH ITPOHUKHOBEHUE B 3JaHUE, NOMEUIEHUs IIOCTOPOHHMUX JIWII,
XMILEHUE WH(POPMALMOHHBIX HOCUTENIEH, CaMUX CpeACTB HH(POpMaTU3aluy,
UCKIIIOYAIOIIMMH HAXO0XK/ICHHE BHYTPH KOHTPOJIUPYEMOH (OXpaHsSEMOM) 30HBI

TCXHUYCCKUX CPCACTB Pa3BCAKU.

AnmnapaTtHo-nporpamMMHublie cpeacTsa 3amutol [1/In
Texnuyeckue (ammapaTHO-MIPOTPAMMHBIE) MEpPhI 3alllUThl OCHOBAaHBI Ha

WCIIOJIb30BaHUN PA3JIMYHBIX AJIEKTPOHHBIX YCTPOMCTB U CHEIUATBHBIX HPOrpamM,
Bxosamux B coctaB CIIJIH 1 BBIOTHSIOMNX (CAMOCTOATENBHO UM B KOMILIEKCE
C IpyTUMH CpeJCcTBaMH) (PYHKIUU 3aUTHl (MACHTU(GUKAIUIO U ayTeHTU(HUKAIIUIO
MOJI30BATENICH, pa3rpaHUUYCHUE JOCTyIa K pecypcaM, pPErucTpaiuio COOBITHH,
KpUInrorpaduyueckoe 3aKpbiTie HHPOpMauu u T.1.).
C yueToM Bcex TpeOOBaHUI 1 MPUHIMIIOB oOecteueHus 6e3onacHoctu [1J1H
B MCII/IH mo BcemM HampaBJICHUSAM 3alllUThl B COCTAB CUCTEMBI 3aIUTHI JOJKHBI
OBITH BKJIFOUEHBI CJICYIOIINUE CPEICTBA:
*  cpenacTBa UAEHTU(UKAITIT (ormo3HaBaHMs) 151 ayTeHTHU(PUKALIMU
(moaTBepKICHUS TONIMHHOCTH) oJib3oBaTeneit MCIx;
*  CpeIcTBa pasrpaHUYEHUs JIOCTyNa 3aperuCTPUPOBAHHBIX IOJIH30BATEIICH
cucremsbl K pecypcam UCIT/In AO «PHIIKDB «Cranenby;
* cpeacTBa oOecme4eHWss ¢ KOHTPOJS IIEJIOCTHOCTH TPOTPAMMHBIX U
MH(OPMAIMOHHBIX PECYPCOB;
*  CpeICTBa OMEPATUBHOIO KOHTPOJIS U PErUCTpaIliy COOBITHI 0€30MacCHOCTH;

e  kpunrorpaduueckue cpeacrna 3amuthl [1/1H.
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YcnemHoe IMPUMCHCHUC TCXHUYCCKUX CPCACTB 3alMThl HAa OCHOBAHUH

OPUHIMOOB (pa3fen 5) NmpeanosiaraeT, 4To BBINOJIHEHUE MEPEUYHMCIICHHBIX HUXKE

TpeOOBaHMI 00ECIEYeHO OPraHU3allMOHHBIMU (aAMUHUCTPATUBHBIMU) MEpaMU U

HCIIO0JIb3YyCMbIMHA Q)I/ISI/I‘-IGCKI/IMI/I cpeacrBaMu 3alluThI:

obecrieueHa u3udeckas 1ea0cTHOCTh Beex kommoreHT MCIIIx;

KKl coTpynHuk (monb3oBatens WCIIH) wiu rpynma mosb3oBaTene
MMEET YHHUKAJIbHOE CHUCTEMHOE UM U MHUHUMAJIBHO HEOOXOJUMBIC st
BBITIOJIHEHUSI UM CBOMX (PYHKIMOHAJIBHBIX OOS3aHHOCTEH MOJHOMOYHUS 10
JOCTYIIY K peECypcaM CUCTEMBI;

B UCIIJu AO «PUHIIKb «Cramens» pa3zpaboTka ¥ OTJIaJKa MPOrpaMm
ocymectsisieTcs 3a npenenamu UCII/H, Ha ucnbITaTEIBHBIX CTEHAAX;

BCE U3MEHEHUSI KOHPUTYpalluM TEXHUYECKUX M MPOTPAMMHBIX CPEJICTB
NCTIJIH mpou3BOASTCS CTPOr0 YCTAHOBJICHHBIM MOPSIKOM (PErUCTPUPYIOTCS

U KOHTPOJIMPYIOTCS) TOJIBKO Ha OCHOBAHHMM pacropsbKeHU pykoBojictBa AO

«PHIIKB «Cranenby;

ceTeBoe 000py0BaHNEe (KOHIIEHTPATOPHI, KOMMYTaTOPbI, MAPUIPYTU3ATOPHI U
T.I.) pacrmojiaraercss B MecCTaX, HEJAOCTYIHBIX JUISI  ITOCTOPOHHHUX
(cenuanbHBIX TOMENIEHUX, IKadax, v T.11.);

cnenmanucramu AO «PHIIKBb «Cramnenb» OCyIIECTBISECTCS HEMPEPHIBHOE
yIpaBieHUE U aJIMUHUCTpPATUBHAS MOJJIEPK KA (DYHKIIMOHUPOBAHUS CPEJICTB

3aIlUTHL.
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7 Kourpoas 3¢pdpexrunoctu C3IIn

Kontpons sddexkruBnoctu  C3I[JIH  momkeH oOcCyliecTBIsSETCS Ha
nepuoguyeckod  ocHoBe. lLlempio  KOHTposisi  3PGEKTUBHOCTH  SIBISIETCA
CBOCBPEMEHHOE  BBISIBJICHHE HEHAIekKammx pexumMoB paboter  C3I1/IH
(oTKJIIOUEHHE CPENCTB 3aIlUTHI, HapylIeHue PEKUMOB 3aIUTHI,
HECAaHKIIMOHUPOBAHHOE M3MEHEHHE peXHMma 3al|Thl W T.0I.), a TakK
MPOTHO3UPOBAHWE W TPEBEHTUBHOE pEArupoOBaHUE Ha HOBBIE  YIPO3BI
oe3omacHoctH I1/1H.

KoHTpob MOXKET NpOBOAUTHCA KaK aJMUHUCTpAaTOpamMu O€30MacHOCTH
NCII[In  (omepaTWBHBII  KOHTPOJb B  mpoiecce  HUHGOPMAIMOHHOTO
Baumonenicteuss B MWCIIJIH), Tak u TOpHUBICKAeMbIMU [UJII OTOH  LIENHU
KOMIETEHTHBIMUA  OpraHW3alMsMH, HWMCIOIIMMH JIMIEH3UI0O Ha JTOT BHUJ
nestenbHocTH, a Takke PCTIK Poccum u ®Chb Poccum B 1mpenenax Hx
KOMIIETEHLIHH.

KOHTpOIb MOXKET OCYIIECTBIATHCS aAMUHUCTPATOPOM OE€30MACHOCTU KakK C
MOMOIIBI0 IITATHBIX CPEACTB cUCTeMbl 3amuThl [I/[H, Tak W ¢ mDOMONIBIO
CIEIUAIIBHBIX TPOTPAMMHBIX CPEJICTB KOHTPOJIS.

Ouenka 3¢ dextuBHOCTH Mep 3amuThl [1J[H TPOBOAUTCS C UCMOIL30BaHUEM
TEXHUYECKUX U MPOrPAMMHBIX CPEACTB KOHTPOJS Ha MPEAMET COOTBETCTBUS

YCTaHOBJICHHBIM TpC6OBaHI/ISIM.
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8 Cdepsl oTBeTcTBeHHOCTH 32 Oe30macHOCTh I1/IH

OTBETCTBEHHBIM 3a pPa3pabOTKy Mep M KOHTPOJb HaJ oOOecredeHHeM
0€30MacHOCTH MEpPCOHANBHBIX JaHHBIX sBIsieTca pykoBoacTBo AO «PLIIKB
«Cramnenb».  PykoBoauTENnb MOMKET JENETHPOBATh YacTh ITOJHOMOYHM IO
oOecrieueHun o0 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX.

Chepa  OTBETCTBEHHOCTHM  PYKOBOJMUTENS  BKJIIOYACT  CIEAYIOIINE
HarpaBieHus odecrieueHus: 6ezonacHoctu [1J1H:

*  [InanupoBanue u peanuzanus mMep o oodecnedeHuto 6ezonacHoctu I1/1H;

*  Ananus yrpo3 6e3onacuoctu [1]1H;

*  Pa3paboTky, BHeIpEHHE, KOHTPOJIb WCIOJHEHUS U TOJJEpKaHUE B
aKTyaJbHOM COCTOSIHUM TIOJUTHUK, PYKOBOJACTB, KOHUEHIHI, MpoLeayp,
pEerjIaMeHTOB, UHCTPYKIUH W JPYTrUX OPTaHU3AIMOHHBIX JOKYMEHTOB IIO
o0ecreyeHnI0 0e30acCHOCTH;

*  OOyuenue u unpopmupoanue nonn3zopareneit UCIIIH, o mopsake paboThl ¢
II/I1 1 cpeacTBaMu 3allUThI;

* IIpenorBpailieHue, BHISIBICHUE, PEATHPOBAHUE U PACCICIOBAHUE HAPYILICHUI
oe3omacuoctH I1/1H.

[Ipyn B3anMOAENCTBUU CO CTOPOHHHUMHU OPTaHU3ALMSIMH B Cllydasix, KOrja
COTPYIHHUKAM ITHX OpPTaHU3AIMKA MPETOCTABISIETCS JOCTYN K OOBEKTaM 3alllUuThl
(pazgen 3), ¢ ’TUMU OpraHU3aALUSIMU JOHKHO OBbITh 3akiatoueHo «CorjameHue o
KoH(uneHnuanpHocTHy, 1Moo  «CornameHue O  COOJMIOJIGHUH  peKHUMa
oe3onacHoctu [1/n npu BeimonHenuun pad6otr B UCIIu». IToaroToBKa TUMOBBIX
BAPUAHTOB JTHUX coryameHud ocymectBisiercss  topuctamu  AO «PIIIKDB

«Crareip.
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9 Mogaenb HapymuTes 6€30MacHOCTH

[Ton Hapymmrenem B AO «PHIIKDB «Cranens» MNOHUMAaETCs JIULO, KOTOPOE

B PC3yJabTaTC YMBINUJICHHBIX WM HCYMBIIIIICHHBIX HCﬁCTBHﬁ MOXCT HAHCCTH

yiiep0d 00beKTaM 3aIlUTHI.

Bce HApYHIUTCIIA ACIEATCA Ha IBC I'PYIIIIBIL:

BHEIIIHME HAPYIIUTEIN — (PU3UUYECKUE JIMIIA, HE UMEIOIIME MpaBa MpeObIBaHUS
Ha TEPPUTOPUU KOHTPOJIMPYEMOHW 30HBI, B MpEAEIax KOTOPOU Pa3MEIaeTCs
obopynoBanue UCII/IH, a Takxke xpansarcs [1JIH Ha OyMakKHBIX HOCUTETISX;

BHYTPEHHUE HAPYIIUTENIN — (PU3UUECKUE 1A, UMEIOILIUE MPAaBO NPEObIBAHUS
Ha TEPPUTOPUU KOHTPOJIMPYEMOU 30HBI, B MPEAEIax KOTOPOU pa3MeEIaeTCs
obopynoBanue UCII/H, a Takxke xpanarcs [IJ{H Ha OyMaKHBIX HOCUTENSAX.

Knaccudukanusa  Hapymwureneid  mpeiactaBieHa B Moxaenu — yrpos

0e301acHOCTH IICPCOHAJIBHBIX TaHHbIX.
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10 Mogean yrpo3 6e30nacHOCTH

Hna UCITJa AO «PHIIKB «Cramnenby BbIACISIIOTCS CIEAYIOIINE OCHOBHBIE

KaTeropuu yrpo3 0€30MacHOCTH NEPCOHATBHBIX TaHHBIX:

YTIpo3bl OT yTEUKHU 10 TEXHUYECKUM KaHaJIaMm.
YTpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYNA K HH(POPMAITHH.

Yrpo3sl YHUUTOXKEHUS, XUlleHus1 annapaTHbix cpeactBs MCIIIn HocuTenei
uHbopMaluu myteM ¢puznyeckoro noctyna kK anementam UCIIIH.

Yrpo3sl XUILICHUS, HECAaHKIIMOHUPOBAHHOU MO (PUKAITAA 158105
OJIoKupoBaHUsI HMHPOpPMAIMM 32 CYET HECAHKIIMOHUPOBAHHOTO JOCTYIIa
(HCJl) ¢ npumeHeHreM MporpaMMHO-aNnapaTHbIX U MPOTPaMMHBIX CPEJICTB
(B TOM 4HCIIe MPOrPaMMHO-MaTEeMaTUYECKUX BO3ACHCTBHUI).

Yrpo3sl HE MNpeAHAMEPEHHBIX JCHUCTBUM IIOJB30BATEIIC W HApPyUICHHM
oe3onacHoctu dyukiuonupoBanus MCIIdn u C3IIIH B ee cocraBe m3-3a
cOO€B B MPOrPaMMHOM OOECIEUECHHH, & TaKXKE OT YyIrpo3 HEAHTPOIOTEHHOIO
(cOoeB  ammapartypbl ~ M3-3a  HEHAJIG)KHOCTH  DJIEMEHTOB,  cOOEB
AJIEKTPOIUTAHUSA) U CTUXUUHOTO (yIapoB MOJHHI, TOKapoB, HABOJAHCHUIN U
T.I1.) XapakTepa.

YTrpo3bl npeIHAMEPEHHBIX IEUCTBUI BHYTPEHHUX HAPYIIUTENEH.

prOBBI HCCAaHKIOUOHWPOBAHHOTO JOCTYIIA 11O KaHaJlaM CBA3U.

Onucanue YI'po3, BEPOATHOCTh UX pCaIn3allkiH, OIIACHOCTb WU aKTYaJIbHOCTb

npeacTaBieHbl B «Mogenu yrpo3 0€30MacHOCTH TMEpPCOHATBHBIX JIaHHBIX B

NCIT .
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11  Mexanusm peanusaunu Ilosioxxenns

Peanuzanms  [lonoxeHus  JODKHA ~ OCYHIECTBISATHCS ~ HA  OCHOBE
MEPCIEKTUBHBIX MPOrPaMM U IIJIAHOB, KOTOPHIE COCTABJISIIOTCS HA OCHOBAaHUU U BO
UCITOJIHEHHE:

* (enepanbHbIX 3aKOHOB B o0jacTh oOecrieueHus HH(POPMAIIMOHHOM
0€30MacHOCTH U 3alUThl HHOPMAIIHH;

. noctanoBienui [IpaBurenscTBa Poccuiickon denepannu;

*  PYKOBOJSIIUX, OPraHU3alMOHHO-PACIIOPSIAUTENBHBIX U METOAMYECKUX
nokymeHToB @CTOK Poccuu;

« norpebHocreir HMCIIJlH B cpeactBax oOecrnedeHusi OE30MACHOCTH

uH(popMauu.
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12 Tlopsaok padoThl ¢ NEPCOHATbHBIMH JAHHBIMHU COTPY/IHUKOB

Oo0s13anHOCTH padoToaarTesi

B nensax ucnonHenus tpeboBaHui 3akoHomaTenbcTBa PO mpu oOpaboTke
NEPCOHANBHBIX JAaHHBIX, BCE pPAOOTHUKU YYPEKACHUS JODKHBI HCHOJHATH
YCTaHOBJICHHBIN TIOPSAJIOK PaOOTHI:

PabGoTta ¢ mepcoHanbHBIMM JaHHBIMM PAOOTHHKOB JOJDKHA HE HapyIIaTh
TpeOoBaHMil 3akoHOnaTenbcTBa P ©  JOKaJbHBIX HOPMATUBHBIX aKTOB
OpraHu3allid, U JI0JHKHA OBITh HETIOCPEACTBEHHO CBsA3aHa C OCYILECTBICHUEM UMHU
CBOUX TPYJOBBIX (YHKIIHH.

[Ipu cbope n 00paboTKEe MEPCOHANBHBIX JaHHBIX paOOTHHKA pabOTOAATEINb
JOJKeH pykoBozcTBoBaThesl Koncturynuein PO, TpynoBeiM kojmekcom P®D u
WHBIMU (PeiepalIbHBIMU 3aKOHAMU.

[lepconasibHble JaHHBIE PAOOTHUKOB JOJDKHBI OBITH IMOJTYYEHBI TOJIBKO
HEIMOCPEJICTBEHHO Yy Hero. Eciu ais o0paboTKM €ro aHHBIX WIH UX TMOJyYeHHUS
NPUBJIEKAECTCA TPEThbU JIMIA, TO pPA0OTHHK JOJDKEH JlaTh IPEABapHUTEIIbHOE
NUCbMEHHOE corjacue Ha 3To. OJHOBPEMEHHO pabOTHUK JOJIKEH ObITh
YBEJOMIIEH O LIeJsIX cOopa MH(OpMaALMK, UCTOYHUKAX €€ MOJYy4YEHHUs, a TAKKe O
NOCNEACTBUSIX OTKa3za OT MpPEeAOCTaBICHUS MHUCbMEHHOTO COIJIacusi Ha cOop
uHdopMaIuu.

[lepcoHasibHbIE AaHHBbIE PAOOTHUKA O €ro MOJUTHYECKUX, PEIUTUO3HBIX U
WHBIX YOEXIEHUAX, YaCTHOW >KM3HU, a TaKKE€ UWICHCTBE B OOIIECTBEHHBIX U
PO COIO3HBIX OpraHU3alUIX HE MOAJIekaT cOOpy OpraHu3aluei, eciii UHOE He
MIPEAYCMOTPEHO 3aKOHOAATEIBCTBOM.

3amura TEPCOHATBHBIX JaHHBIX pPAaOOTHUKA JOJKHA OOECIIEYHBATHCS
MOJIHOCTBIO 32 cueT paboTomaTers.

Yupexxnenue npu mpueMe Ha padoTy, a TakXKe MPU JIFOOBIX U3MEHEHHUSX
npaBuil pabOThl C TIEPCOHATBLHBIMU JAaHHBIMU O0S3aHO MUCHMEHHO 3HAKOMUTH C

HUMU BCEX paOOTHUKOB.
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VYupexneHvue He UMeeT MPaBO NMPUHYKAATh PAOOTHUKOB K OTKa3y OT CBOMX

IIPaB Ha 3alIUTy NEPCOHAIBHBIX TAHHBIX.

Oo0s13aHHOCTH pa0OTHUKA
PabGoTHuK 00s13aH:
[lepenate paboTomaTento BCE MEPCOHAIBHBIE JaHHbIC, YKa3aHHbIE B
COOTBETCTBYIOIIUX IOKyMEHTAX.
B ycraHOBiIEHHBIM mpaBUJIaMU CpPOK cooOwaTh padoTojmaTeno 00

HN3MCHCHHHN CBOUX IICPCOHAJIBHBIX TaAHHBIX.

Ilepenaya nepcoHaIbLHBIX JaHHBIX
Jns opraHuzanuu nepeaadn (pacnpoCTpaHEHHS) MEPCOHAIBHBIX JIAHHBIX

COOJTIOIAI0TCSI CIEAYIOIINE YCIOBHS:

—  bepercs muceMeHHOe coryiacue paboTHUKA Ha 00pabOTKYy MepCOHATBHBIX
JTAHHBIX, Pa3pPEIICHHBIX MJI PacIpoCTpaHeHUs, opopMIIsieTcsl OTAEIBLHO OT
JPYTUX CcoTjlacuii Ha 0OpabOTKy €ro MepCOHaNbHBIX JaHHBIX. [Ipu 3TOM
cCOOIIOMAIOTCST  YCIIOBUS, MPEIyCMOTPEHHBbIE, B dYacTHOCTH, cT. 10.1
®epnepanbHOro 3akoHa ot 27.07.2006 N 152-03 "O nepcoHanbHbIX TaHHBIX'.
TpeGoBaHusi K  COACPKAHUIO TaKOTO  COIJIACHUS  YCTAHABJIMBAIOTCS
YIOJHOMOYCHHBIM OPTaHOM TIO 3allUTe MpaB CYOBEKTOB TMEPCOHATLHBIX
JTAHHBIX.

—  IluceMeHHoOe coryiacue Ha 00pabOTKy MEPCOHANBHBIX JAaHHBIX, Pa3pPEIICHHBIX
JUUISL paciipocTpaHeHusi, pabOTHUK TipeAocTaBisier PaborogaTento TuIHO.

—  Paboronarens 00s13aH He Mo3AHEE TpeX PabOUYMX JHEH C MOMEHTA TOJyYEHUS
YKa3aHHOTO COTJIACHs OIyOJIMKOBATH MH(POPMAIIUIO 00 yCIOBUAX 00pabOTKH,
O HAJIMYUH 3aIPETOB M YCIOBUI Ha 00pabOTKy HEOTPAHMYCHHBIM KPYTOM JIUI]
TIEPCOHANILHBIX JAHHBIX, Pa3PEIICHHBIX JIJIS PaCIIPOCTPAHCHHUS.

— Cornacue Ha 00pa0OTKy TEPCOHANBHBIX JIaHHBIX, Pa3peUICHHBIX IS
pacnpocTpaHeHHs, MPEKpaliaeT CBOe JEHCTBHE C MOMEHTa MOCTYILICHUS

PabGoTronarento TpeboBaHusl.
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[Ipu ocyliecTBICHUN TMepelayd TEePCOHAIBHBIX JAHHBIX PAOOTHHKOB

TPETbUM JIHIaM paboTOIaTeNb 00sI3aH:

— He cooOIaTh MepCOHANbHBIC JaHHBIE 0€3 MOJYYCeHHOTO MHChMEHHOTO
cormacusi pabOTHMKAa, KpOME CIy4aeB, KOrJa TakKhe OOs3aHHOCTH
YCTaHOBJIEHBI 3aKOHOIATEIILCTBOM;

—  He MepeAaBaTh IEPCOHANbHBIC TaHHbIC PaOOTHHKA JUIS WCIOJBb30BAaHHS B
KOMMEPYECKHX LEISX;

—  TpeboBaTh OT TPETHUX JIUI] COOJIIOJICHHSI MPABIII PAOOTHI C TIEPCOHATBHBIMA
JaHHBIMH, a TaKXKe TMPEJOCTaBICHHS MHUCBMEHHOTO IOJTBEPIKICHHUS
UCTIOJIb30BAaHUSl TIEPCOHANBHBIX JIaHHBIX B TMOPSAKE, MPEIyCMOTPEHHBIX
HACTOSIIINM TIOJIOKECHUEM O 3aIIUTE MEPCOHAIBHBIX TaHHBIX;

—  JaBaTh JOCTYN K TIEPCOHAJBbHBIM JAHHBIM TOJIBKO JIMIAM, HMEIOUIINM
COOTBETCTBYIOIIUI JOMYCK W HCHOJB3YIOUIMX WX TOJIBKO JJISI BBITIOJTHEHUS
KOHKPETHBIX ITOJIHOMOYHH;

— He wuctpeboBaTh HMHGOPMAIMIO O COCTOSHHM 370pOBbsS pabOTHHKA, 32
UCKJIIOUEHUEM JIaHHBIX, KOTOpble MOTYT IIOBJIUATh HA HCIOJHEHUE

PabOTHUKOM CBOMX TPYAOBBIX 00S3aHHOCTEM.

3ammTa nepCcoHaJbHbIX JAHHBIX Pa00OTHHKA

B pamkax peanuzanuyd TyHKTOB Hacrtosmiero IlomoxeHuss o 3ammre
MEPCOHANIBHBIX JIAHHBIX PA0OOTHUKOB, PYKOBOJAUTENb YUPEKICHUS U3/IA€T MPUKA3 O
HAa3HAYEHWW JIMIa, OTBETCTBEHHOrO 3a COOJIOJICHHE Topsaka paboThl ¢
MEPCOHANILHBIMU JaHHBIMH Pa0OTHHKOB, HA KOTOPOM JieXkKaT BCE OOSI3aHHOCTH TIO
oOecrieueHnt0 KOHGUIEHITMATFHOCTH TIOTYUYCHHBIX JTAHHBIX, 4 TAK)KE OpPraHU3aIuu
paboThl C HUMH.

[Tepenava mHbOpMAIIK TPOUCXOAUT TOJBKO B MHUCHMEHHOM BHJIE. 3aIlpocC
JOJDKEH OBITh CICTaH B MHUCHbMEHHOM BHJIC C YKa3aHHEM BCEX PEKBU3UTOB JIUIIA,
3anpamuBaroniero uHpopmamuio. OTBET MOMKEH OBITH clellaH Ha (UPMEHHOM
OJlaHKe YUYpEeKICHHUS W OTIPABICH JHOO KyphEepPCKOH CIIyx)00ii, TUOO0 3aKa3HBIM

IIMCBMOM.
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Bce IMMOJIYUYCHHBIC TICPCOHAIbHBIC MAHHBIC JOJDKHBI XPAHUTHBCA B MCECTC,
HCKIIOYAaromEeM HCCAHKIIMOHUPOBAHHBIX JOCTYII TPCThHUX JIMII.
SHCKTPOHHBIC HOCHTCJIIN I/IH(I)OpMaHI/II/I, JOJIKHBI OBITH 3allIUIICHBI

KpUNTOrpapuuecKuMu CpeICTBAMU 3aIIUTHI HHPOPMAIIHH.

OTBEeTCTBEHHOCTD 32 pasrjaameHue an)opMauml, CBSI3AHHOM C

NNEPCOHAJIBbHBIMHA JAHHBIMHA paﬁoTHnKa

JIuna, mpu3HAaHHBIE BUHOBHBIMU B HapylI€HUM TPEOOBAHUI HACTOSIIETO
[Tono>keHnss O 3alUTE MEPCOHAIBHBIX TAHHBIX PAOOTHUKOM TIPUBJIEKAIOTCS K
JUCHHAIUIMHAPHOW, aJIMUHUCTPATUBHOM, TPAXKIAHCKO-TIPABOBYIO M  YIOJIOBHOU
OTBETCTBEHHOCTH, B IOPSAIKE MPEIYyCMOTPEHHOM 3aKOHOAATEILCTBOM PD u

JIOKAJIbHBIMH HOPMATHUBHBIMH dKTAMMH.
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13  Tlopsaok paGoThl ¢ NEPCOHATbHBIMM JAHHBIMU KOHTPAr€HTOB U
Cy0OBEKTOB IePCOHAIBLHBIX IAHHBIX, HE SBJISIIOIIUXCSA COTPYAHMKAMH
omeparopa

Iopsinok mosrydyeHus1 1 0OPaOOTKH NMEPCOHAIBHBIX TaHHBIX
KOHTPATeHTOB U Cy0ObeKTOB MEPCOHAIbHBIX IAHHBIX, HE ABJISIIONIAXCS
COTPYAHUKAMHU ONlepaTopa

[lon  oOpabGotkoit  II/lH  moHMMaeTcs  TOJNyuyeHUE,  XpaHEHUE,
KOMOMHHMpOBaHHE, Mepefaya WiId JT000€ Ipyroe MCHOJIb30BaHUE MEPCOHAIBHBIX
JTAHHBIX KOHTPAareHTOB U CYOBEKTOB MEPCOHAJBHBIX AaHHBIX, HE SIBIISIOIIMXCS
COTPYJHUKAMU OIepaTopa.

PaGota ¢ mnepcoHadbHBIMM JAaHHBIMM KOHTPAreéHTOB U CYOBEKTOB
MEPCOHAIBHBIX JTAHHBIX, HE SIBJSIOIIMXCS COTPYAHUKAMU ONEpaTopa AOJKHA HE
HapyuaTh TpeOoBaHUM 3aKOHOAATENLCTBA PD U JOKaIbHBIX HOPMATUBHBIX aKTOB
OpraHu3aluu.

Hcnonb3oBaHue MepCcOHAIBHBIX JJAHHBIX BO3MOXKHO TOJILKO B COOTBETCTBUU
C UEIsIMHU, ONMPEACIMBIIMMU HX MOJy4deHHe. llepcoHaibHbIE TaHHBIE HE MOTYT
OBITh MCTIOJIB30BAHBI B IEJISIX MPUYNHEHUSI UMYIIIECTBEHHOT'O I MOPAJILHOTO Bpe/a
rpakaaHaM, 3aTpyJHEHHs] pealv3ald IpaB W cBoOOA rpaxnaH Poccuiickoit
dbenepanum.

[Topsimox 00pabOTKK MEPCOHATBHBIX JAHHBIX HAa OyMa)KHBIX MaTepUaATbHBIX
HOCUTENSIX perjaMeHTHpoBaH «WHCTpyKIuel M0 XpaHEHUIO TMepPCOHATBHBIX
JAHHBIX Ha OYMaXHBIX HOCUTEISX U TOPSAKY pabOThl MCIOJHUTENEH ¢
NMEepPCOHATBHBIMU  JaHHBIMH Ha  OyYMaXHBIX  HOCUTENSAX  MHOOpMaLUMN,
YTBEPKAECHHOU PYKOBOAUTEIIEM.

O6paboTka EepPCOHAIBHBIX JAHHBIX B aBTOMATU3UPOBAHHBIX
MH(POPMAITMOHHBIX CUCTEMaX OCYIIECTBIISIETCSI HA OCHOBAHUU PsiJia YTBEPKIACHHBIX
PYKOBOJIUTENIEM WHCTPYKIIMH, PErIaMEHTHPYIOMUX 00paboTKy NepPCOHATBHBIX

nanubix B UCIT/IH.
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I[OCTyl'[ K II€PCOHAJIBHBIM JaHHBIM

BuyTpennuit pmoctynm (HocTyn BHYTPUM OpraHW3alldd) —OIpeAeIIseTcs
MEPEYHEM JIMIl, UMEIOIIMX JOCTYIl K IMEPCOHAIBHBIM JAaHHBIM KOHTPAareHTOB H
CyOBEKTOB NMEPCOHANBHBIX JAHHBIX, HE SBJISIOIIMXCS COTPYAHHKAMU OmepaTopa,
ONpeEeIAeTCS TPUKA30M PYKOBOAUTENS.

Bremnuit goctym:

K umcimy MaccoBblx mOTpeOuTENel MEepPCOHANBHBIX  JaHHBIX  BHE
OpraHu3alid MOXHO OTHECTH TOCYAapCTBEHHBbIC (YHKIIMOHAIBHBIE CTPYKTYPHI:
HAJIOTOBBIC HWHCIEKIWH, IPABOOXPAHUTEIBHBIE OpPraHbl, OpPraHbl CTAaTHUCTHKH,
BOEGHKOMATBHI, OpraHbl COIMAJBLHOTO CTPAaXOBaHUA, IEHCHOHHBIE (OHBI,
MOJpa3ACJIeHU MyHULIMIAIbHBIX OPTaHOB YIIPABIICHUS,

HanzopHo-KOHTpOJIbHBIE OpraHbl UMEIOT JAOCTYN K MH(GOPMAIUU TOJILKO B

chepe cBoei KOMIIETESHIIHNH.

IIpaBa 0013aHHOCTH M OTBETCTBEHHOCTDH CY0OBEKTA NMEePCOHATbHBIX
JAHHBIX

3akperieHue npaB CyObeKTOB MEPCOHATBHBIX JAHHBIX, PETIIAMEHTHPYIOLIUX
3alUTY €ro IEpPCOHAJIbHBIX JIAHHBIX, O0OECIEYMBAET COXPAHHOCTh IIOJHOW U
TOYHON MH(OPMALIUU O HEM.

B mensx 3amuThl MEpPCOHAIBHBIX JAHHBIX KOHTPAreHTbl (3aKOHHBIE
MPEICTABUTENN) UMEIOT MPABO:

- TpeOoBaTh MCKJIIOYEHUS WM MCHPABICHHUS HEBEPHBIX WJIA HEMOIHBIX
NEPCOHANBHBIX JAaHHBIX, Ta CBOOOJHBIA OECIIaTHBIA JOCTYH K CBOUM
NEPCOHANIBHBIM JITAaHHBIM, BKJIIOYas MPaBO Ha MOJYyYE€HHE KONMUU HOBOM 3aIluCH,
COJZEpIKAIEH NEPCOHAIBHBIC TaHHBIC;

- ONPENENATh CBOMX MNPEICTABUTENEH IS 3alIUThl CBOMX MEPCOHAJIBHBIX

JTAHHBIX HA COXPAHEHUE U 3aIUTY CBOCH JIMYHOW TAWHBI.
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IIpaBa 0013aHHOCTH U OTBETCTBEHHOCTH ONEPATOPA MEPCOHAIBHBIX
JAAHHBIX

[lepcoHanbHasi OTBETCTBEHHOCTh - OJHO M3 TJIABHBIX TpeOOBaHUI K
opranu3anuu GyHKIIMOHUPOBAHMS CUCTEMBI 3alIUTHl IEPCOHATBLHOM MHPOpMAIIUU
U 00s13aTeIbHOE ycaoBHUe odecrieueHus 3PPEKTUBHOCTU ITON CUCTEMBI.

Opuanueckue wu ¢Qusmyeckue A, B COOTBETCTBUM CO CBOMMH
NOJIHOMOYMSIMM BJIQJICIONIME O TPaKJaHaX MOJY4YarollUe U HCIONb3YIOLUE €€,
HECYT OTBETCTBEHHOCTh B COOTBETCTBHM C 3aKOHOJATENIbCTBOM Poccuiickoi
Qdenepanu 32 HaApyIIEHHE pPEXMMa 3alIUTHl, O0OpabOTKM U  TMOpsaKa
UCITIOJIb30BAHUs ATOM HH(POpPMaLIUU.

PykoBonuTenb, paspemiaromMii  JIOCTYIl COTPYAHHMKA K JIOKYMEHTY,
collepKallleMy  [EepCOHAIbHBIE  CBEIECHHUS  KOHTPareHTOB U CyOBEKTOB
NEPCOHAIBHBIX JAaHHBIX, HE SBIAIOIIUXCS COTPYAHMKAMH OIEpaTropa, HECET
NIEPCOHAIIBHYIO0 OTBETCTBEHHOCTD 32 JJAHHOE pa3pelICHUE.

Kaxxnplil coTpyaHUK OpraHu3alyy, MOJYy4Yaroluid Ajig paOoThl JOKYMEHT,
CoJIep KalllMi NIEPCOHAJIBHBIE JAHHBIE HECET E€IWHOJIMYHYIO OTBETCTBEHHOCTH 3a
COXPaHHOCTb HOCUTENS U KOH(PUIEHINATLHOCTh HH(POPMALIMH.

Jlomyck K  NEpCOHAJIbHBIM  JaHHBIM KOHTPareHTOB U  CyOBEKTOB
NEPCOHAIBHBIX JaHHBIX, HE SBISAIOLIUXCS COTPYJHHUKAMHM OIEpaTtopa JIpyrux
COTPYIHHUKOB pabOTOAATENSA, HE UMEIOIIUX HaJJIeKaluuM 00pa3oM 0QOpMIIEHHOTO
JOCTYIIa, 3aIpeniaeTcs.

3a HEHWCHOJHEHUE WIM HEHaJJIeXkallee HCIOJHEHUE PabOTHUKOM IO €ro
BUHE BO3JIO)KEHHBIX Ha HEro OO0sS3aHHOCTEW MO COOJIOJCHUIO YCTAaHOBJICHHOTO
nopsijika padoThl CO CBEJIECHUSIMH KOH(DHICHIIMATILHOTO XapakTepa paboTonareshb
BIIpaBe MPUMEHATH MpeaycMoTpeHHbie TpynoBeiM Koaekcom aucumiMHapHbIE

B3bICKaHMHAI.
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14 Ocob0eHHOCTH 00Pa0OTKH NEPCOHAIBHBIX JaHHBIX 0€3 HMCI0JIb30BAHUSA
CpelIcTB aBTOMATH3AIUHU

[Tpu HEaBTOMATHU3UPOBAHHOU 00paboTKe pa3InYHbIX KaTeropuit
NEPCOHANIBHBIX JAHHBIX JIOJKEH HCIIONb30BAaThCA  OTIEIbHBIM  MaTepUabHBIN
HOCUTENb Ul KaKJOW KaTerOpUU MEPCOHAIBHBIX JTaHHBIX.

[Ipy HeaBTOMATHU3MPOBAHHON OOpPaOOTKE MEPCOHAIBHBIX TAHHBIX Ha
OyMa’KHBIX HOCUTESIX:

— HE JoNycKaeTcss (pukcanuss Ha OJTHOM OyMa)XHOM HOCHTEIE
NEPCOHAIBHBIX  JaHHBIX, LeaId  oOpabOTKM  KOTOPBIX  3aBEIAOMO
HECOBMECTUMBI,

—  TIepCOHAJIbHBIE JaHHBIE JOJDKHBI 000COONIATHCS  OT HMHOW MH(poOpmauuu, B
YACTHOCTH IIyT€M (PUKCAIlMM UX HA OTIENbHBIX OyMa)XHbIX HOCUTENSX, B
CIIELUANIBHBIX pa3fenax WId Ha nojsx Gopm (0J1aHKOB);

—  JIOKyMEHTBHI, cojiepXKalllie NepCOHAIbHbBIE TaHHbIE, (POPMUPYIOTCSI B Jena
B 3aBHCHMOCTH OT I11eJI1 00paOOTKU NEPCOHABHBIX JAHHBIX;

— Jena  C JOKYMEHTaMH, COJEP>KAIIMMU IEPCOHANbHBIE JTaHHBIE, JOJHKHBI
UMETh BHYTPEHHHUE OMNHUCH JOKYMEHTOB C yKa3aHHEM eI 00paboTKu U
KaTeropuu NepcoHaIbHbIX TaHHBIX.

JIoKkyMeHTBI (HOCHUTETU uH(popmalmn), coaepKaliue NepPCOHATbHbIE
JaHHbIC, JOJUKHBI XPAHUTHCA B CIYXKEOHBIX NOMELICHUSIX B HAAEKHO
3aMmrpaeMbIX U onevyaTbiBaeMbIx Ikadax (ceidax).

YHUYTOXKEHHE WM 00€3TMYMBAHUE YaCTH MEPCOHAIBHBIX JIAHHBIX, €CIH
3TO JOMYCKAaeTCsl MaTepUaJbHbIM HOCUTEIEM, MOKET MPOU3BOIUTHCS CIIOCOOOM,
HCKJTIOYAIOIINM JTaJIbHEHITYyI0 00paboTKy 3THX MEPCOHAIBHBIX TAHHBIX, C
COXpaHEHUEM BO3MOXHOCTH OOpabOTKH MHBIX JAHHBIX, 3a(DUKCUPOBAHHBIX Ha
MaTepuaIbHOM HOCHUTEJE.

[Ipn HECOBMECTUMOCTH 1ieJied 0O0pabOTKH MEpPCOHANbHBIX JaHHBIX,
3a(pUKCUPOBAHHBIX HA OJHOM MaTe€pHAIbHOM HOCUTENE, €CITM  MaTepHUabHbIN

HOCHUTENIb HE  TO3BOJIAET OCYIIECTBIATH  OOpaOOTKY MEPCOHAIBHBIX JaHHBIX
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OTJEIIBHO oT Ipyrux 3ahUKCHPOBAHHBIX Ha TOM e HOCHUTEIIe
MEPCOHANILHBIX JAHHBIX, JOJKHBI OBITH TPUHSTHI MEpHl MO OOECIICYCHHIO
paszieabHOil  00paOOTKU MEPCOHAIBHBIX JAHHBIX, B YACTHOCTH:

—  TpuH HEOOXOIUMOCTH WCIIOJIb30BAHUSL WM  PACTIPOCTPAHCHHUS
OTIPEJICIICHHBIX MEPCOHAIBHBIX JAHHBIX OTACIBHO OT HAXOMSIIUXCSA Ha
TOM  JK€ MaTepUaJbHOM HOCHTEJIEC  JAPYIHMX  IEPCOHAIBHBIX JIaHHBIX
OCYIIECTBIISETCS KOIMPOBAaHUE TIEPCOHATBHBIX JaHHBIX, IOJICIKAITUX
pactpoCTpaHEHUI0 WM  HWCIOJIB30BAHUIO, CIIOCOOOM, HWCKITIOUYAIOIIAM
OJIHOBPEMEHHOEC  KONHUPOBAHHWE IEPCOHANBHBIX JAHHBIX, HE MOJJICKAIINX
pacrpocTpaHEHHUIO u HCITOJIb30BAHUIO, U HCITOJTB3YETCS
(pacpocTpaHseTcs) KOs MePCOHAbHBIX JaHHBIX;

— Tpu  HEOOXOIWMOCTH  YHUYTOKEHHS  WIM  OJIOKMPOBAaHUS  YacTH
MIEPCOHANILHBIX JTAHHBIX YHUUYTOXKACTCS WA  OJOKUPYETCS MaTephaIbHBIA
HOCHTEIb C MpeIBapHUTEIHHBIM KOIMPOBAHUEM CBEJICHUM, HE
MOVICKAMUX ~ YHHUYTOKESHUIO Wi OJJOKUPOBAHHIO, CIIOCOOOM,
WCKITIOYAOIINM OJHOBPEMEHHOE KOMMMPOBAHWE TIEPCOHANBHBIX JIaHHBIX,
MOUIC)KAIMMX YHUUYTOKCHHUIO HIIH OJIOKUPOBAHHMIO.

YTo4uHEHHE TEPCOHATBHBIX MAHHBIX TPH OCYIIECTBICHUU WX 00pabOTKH

03 HCMONB30BaHUS  CPEJACTB  aBTOMATH3AIlMd  ITPOU3BOJUTCS yTeM

OOHOBJICHHS WJIM W3MEHCHMS JaHHBIX Ha MaTepUallbHOM HOCHUTENIe, a €CIIU

3TO  HE TOMYCKAETCSI TEXHUYECKMMH  OCOOCHHOCTSAMH  MaTe€pHaIbHOTO

HOCUTENSA, TyTeM (UKCAlMM Ha TOM JK€ MaTepHAIbHOM HOCHTENE CBEIACHUM

O BHOCHMBIX B HHX HW3MEHEHHUSAX JMOO TMyTEeM W3TOTOBJICHHS  HOBOTO

MaTepHANTBHOTO HOCUTEISI C YTOYHCHHBIMH IEPCOHAIBHBIMU JTAHHBIMHU.

O06paboTKa MEepPCOHATBHBIX JaHHBIX, OCYIIECTBIIsIEMas 0€3 MCIOIb30BaAHUS

CPEIICTB aBTOMAaTH3allMH, JIOJDKHA OCYIICCTBIATHCS TaKUM 00pa3oM, 4TOOBI B

OTHOIIICHUH Ka)KJIOW KaTerOPHH MEePCOHATBHBIX JaHHBIX MOKHO OBLIO OIPEACIUTD

MeCTa XpaHEHHs IIePCOHAIBHBIX JAaHHBIX (MaTepUaJbHBIX HOCHTEIICH) U

YCTaHOBUTH MEPEUYCHB JIUII, OCYIIESCTBIIIONIMX 00pabOTKY MepCOHANBHBIX JTaHHBIX

h1%(80) HMCHOIIUX K HUM JTOCTYII.
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[Ipu xpaHeHUn MaTepUaIbHBIX HOCUTENEH NOJKHBI COOMIOAATHCS YCIIOBUS,
00EeCneunBaOIINE COXPAHHOCTh TEPCOHANBHBIX JAHHBIX U  HCKJIIOYAOIINE
HECAHKLUMOHUPOBAHHBIM K HUM JOCTYyIl. XpaHEHUE IIEPCOHAIBHBIX JIaHHBIX
(MaTepuaNbHBIX HOCUTENEH), 00pabOTKa KOTOPBIX OCYIIECTBISIETCS B PA3JIMYHBIX

OCIsX AJO0JI2KHO OBITH pas3aCIbHBIM.
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15  Owxugaemslii 3¢ dexT oT peannzanuu Ilonoxenns

Peanuzanus [onoxenus 6e3onacuoctu I1/1n 8 UCII/IH nmo3BowmT:

*  oueHuTh cocrosHue Oe3omacHocth uH(popmauuu MCII[H, BBIIBUTH
UCTOYHUKY BHYTPEHHUX W BHEIIHUX YIpo3 HHPOPMAIIMOHHON 6E€30MacHOCTH,
ONPEJENNUTh NPUOPUTETHBIC HAIIPABICHUS IPEIOTBPALICHUS, OTPAXKEHUSA U
HEUTpaJI3aluu ITUX yIPo3;

*  pa3paboTarh pacnopsAUTEIbHBIE U HOPMAaTUBHO-METOANYECKUE TOKYMEHTBI
npumenuTenbHo K UCIH;

*  mpoecTH kiaccudukamuio u ceprupukanuro MCI/IH;

*  MPOBECTH OPraHU3AIMOHHO-PEKUMHBIE U TEXHUYECKHE MEPOINPUSITUS IO
obecnieuenuto 6e3omacHoctu [1J1a 8 UCII/IH;

*  o0ecrneuynTh HEOOXOAUMBIN YPOBEHBb O€30MTACHOCTH OOBEKTOB 3aIUTHI;

*  pa3paboTaTh METOJUYECKHE JOKYMEHTHI M0 pa3MENIeHUI0, 000PYI0BAHUIO U
OXpaHe TMOMEIICHUM, TA€ XPaHATCS IMEPCOHAJIbHBIC JAHHBIE, MO XPAHECHUIO
MEPCOHANBHBIX JAHHBIX Ha OyMaXHbIX HOCUTENSX U TOPSIKY padOThI
UCIIOJTHUTENIEH C TEePCOHATBHBIMU JaHHBIMA Ha OyMa)XHBIX HOCHUTEIISIX
uHdopMaIuu.

Ocy1iecTBIEHUE 3TUX MEPONIPUATUM 00ECIIEUUT CO3/TaHUE SANHOM,

I[EJIOCTHOM M CKOOPAMHUPOBAHHOMW CHCTEMbI MH(GOPMAIIMOHHON 0€30MacHOCTH U

COo31acCT yCJIOBHUA IJIA €€ I[ElJ'IBHCfIIHCFO COBCPIICHCTBOBAHMA.
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16 Chnucok HcnoJib30BaHHBIX HCTOYHHKOB

OCHOBHBIMU HOPMATHBHO-NIPABOBBIMH " MeTOAUYCeCKUMHM
JOKYMEHTAMH, HA KOTOPBbIX 0aszupyercs HacTosmee Ilo/10:kenne ABIASAIOTCH:

®enepanbubiii 3akoH ot 27.07.2006 r. Ne 152-®3 «O mnepcoHaIbHBIX
naHHbeIX» (manee — D3 «O mnepcoOHANbHBIX JIAHHBIX)»), YCTaHABIMBAIOIIUN
OCHOBHBIC TNPUHIMUIB U YycioBus o6padorku I[I/ln, mpaBa, oOs3aHHOCTH U
OTBETCTBEHHOCTh YYaCTHUKOB OTHOIICHUH, CBSI3aHHBIX ¢ 00padoTkoii [1/1H.

«TpeboBaHusl K 3alllMTE TMEPCOHAIBHBIX JaHHBIX MPU HX 0O0padOTKE B
MHQOPMAITMOHHBIX ~ CHUCTEMax  MEPCOHANBHBIX  JAHHBIX»,  YTBEPXKICHBI
[Tocranosnennem IIpaBurensctBa PO ot 01.11.2012 r. Ne 1119.

«Ilonoxxenre 00 OCOOEHHOCTSIX OOpabOTKH NEePCOHANBHBIX JaHHBIX,
OCYULIECTBJISIEMOIl 0€3 HCIOIB30BAHMS CPEICTB aBTOMATU3ALUW», YTBEPKIECHHOE
[Toctanosnennem IIpaBurenbcta PO ot 15.09.2008 r. Ne 687.

[Tocranosnenne IlpaBurenbctBa Ne 211 ot 21 mapra 2012 roma «OO0
YTBEPXKJICHUM TIEPEYHs MEp, HAMpaBICHHbIX Ha O0O0ECTeUYeHUe BBIMOJHEHUS
o0s3aHHOCTEH, TperycMoTpeHHbIX D3 «O mepCcoHaIbHBIX TaHHBIX» U MTPUHSATHIMU
B COOTBETCTBUM C HUM HOPMATHBHBIMU TPABOBBIMU aKTaMH, OIlepaTopamu,
SABJISIFOIIMMUCS TOCY/IAPCTBEHHBIMU MJIU MyHULIUTTAIIBHBIMU OpPTaHAMM).

«TpeboBanuss K  MaTepUATIbHBIM  HOCHUTENSIM OMOMETPUYECKUX
MEePCOHATBHBIX JAHHBIX M TEXHOJOTHSIM XpaHEHUSI TaKUuX JAHHBIX BHE
WHOOPMAITMOHHBIX ~ CHUCTEM  TMEPCOHAJIBHBIX  JaHHBIX»,  YTBEP)KICHHbBIC
[Tocranosnennem IIpaBurenscta PO ot 06.07.2008 r. Ne 512.

HopmatuBHO-MeTOMYEeCKHEe JOKyMEHThl DefepalbHON  CIIy»)OBI 110
TEXHUYECKOMY M SKCIIEPTHOMY KOHTpoJsito Poccuiickoit ®enepauuu (naiee -
OCTOK Poccun) no obecnedenuto oOezomnacHoctu I[1/[H nmpu ux obpaboTke B
NCITH:

bazoBass mojnens yrpo3 0€30MacHOCTH NEPCOHATIBHBIX JAHHBIX MPU HX
o0paboTke B HMH(POPMAIMOHHBIX CHUCTEMAaX IEPCOHAIBHBIX JAHHBIX, yTB. 3aMm.

nupektopa @CTIK Poccun 15.02.08 r.
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Metonuka omnpeaeneHnsi aKTyalbHBIX YIpo3 O€30MacHOCTH MEPCOHATBHBIX
JAHHBIX Tpu UX 00paboTke B HWH(POPMAIMOHHBIX CHCTEMaX NEPCOHATLHBIX
JNaHHbIX, YTB. 3aM. nupektopa @CTIOK Poccun 15.02.08 r.

[Tpuxa3z ®CTIK Poccuu Ne 21 ot 18 despans 2013 roga «O06 yrBepkaeHUN
CocraBa u cozep:kaHUsi OpPraHU3alUOHHBIX U TEXHUYECKUX Mep MO 00eCIeueHUI0
0e30MacHOCTH NEPCOHAIBHBIX JAHHBIX MPU UX 00paboTke B MHGOPMAIIMOHHBIX
CUCTEMaX MEePCOHAIIBHBIX JTAHHBIX).

[Tpuka3z deaepanpHOM Ciy)kObl Oe3omacHocTH Poccuiickoit denepanuin oT
10 wronas 2014 1. N 378 «O0 yrBepxkaeHun CoctaBa U coAepKaHUs
OpraHU3allMOHHBIX M TEXHUYECKHMX Mep IO O0O0eCHeUYeHHI0 0e30IacHOCTH
MEPCOHANIBHBIX JaHHBIX MpPU HX 00paboTke B HWHGOPMAIIMOHHBIX CHCTEMax
MEePCOHAIBHBIX JAHHBIX C UCIIOJIb30BAaHUEM CPEICTB KPUNTOTPaPUUECKON 3aIIUThHI
uHdOopMaIuu, HEOOXOIUMBIX JIJIsl BBITIOJIHEHUSI YCTaHOBJIEHHBIX [IpaBUTEIHCTBOM
Poccuiickoit ®deneparuu TpebOBaHMI K 3alllUTe MEPCOHAIBHBIX JaHHBIX JJIS

Ka)XJIOT0 U3 YPOBHEH 3aIIUILIEHHOCTH.



